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Preface

The information revolution of the past two decades upgrades and address connectivity and data sharing
has resulted in more people having faster access tassues. It is intended to be a primer rather than a
more accurate data than ever before. Both the publifinitive treatise on the subject. The authors’ goal is
and law enforcement practitioners expect agency to help public safety agencies integrate such public
information systems to respond quickly with an safety information systems as computer-aided dis-
enhanced ability to recognize crime patterns and patch, records management, geographical informa-
problem areas. As a result, law enforcement agen- tion systems, and mobile computing. Using the

cies need to improve their information systems to principles outlined in this guide, law enforcement
better analyze and use the data they collect. professionals can choose the technologies that best

This guide is intended to help law enforcement pra?—u't their needs and incorporate them into their day-

titioners plan and implement information system o-day operations.
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About the National Institute of Justice

The National Institute of Justice (NIJ), a component Exploring key issues in community policing, vio-

of the Office of Justice Programs, is the research  lence against women, violence within the family,
agency of the U.S. Department of Justice. Created sentencing reforms, and specialized courts such as
by the Omnibus Crime Control and Safe Streets Act drug courts.

of 1968, as amended, NIJ is authorized to support _ _

research, evaluation, and demonstration programs,® D€veloping dual-use technologies to support
development of technology, and both national and national defense and local law enforcement needs.
international information dissemination. Specific

; « Establishing four regional National Law
mandates of the Act direct NIJ to:

Enforcement and Corrections Technology Centers
« Sponsor special projects and research and devel- (NLECTC), a Border Research and Technology

opment programs that will improve and strengthen C€Nter, and three special offices to join the

the criminal justice system and reduce or prevent National Center in Rockville, Maryland, to form
crime. the NLECTC system.

« Conduct national demonstration projects that ~ * Strengthening NIJ's links with the international
employ innovative or promising approaches for community through participation in the United

improving criminal justice. Nations_ngtwork of criminologi_cal institutes, the
U.N. Criminal Justice Information Network, and
» Develop new technologies to fight crime and the NIJ International Center.

improve criminal justice. ] ] - o
 Improving the online capability of NIJ’s criminal

» Evaluate the effectiveness of criminal justice justice information clearinghouse.
programs and identify programs that promise to o
be successful if continued or repeated. * Establishing the ADAM (Arrestee Drug Abuse

Monitoring) program—formerly the Drug Use
* Recommend actions that can be taken by Federal, Forecasting (DUF) program—to increase the
State, and local governments as well as by private number of drug-testing sites and study drug-related
organizations to improve criminal justice. crime.

* Carry out research on criminal behavior. The Institute Director establishes the Institute’s

« Develop new methods of crime prevention and  ©Pjectives, guided by the priorities of the Office of

reduction of crime and delinquency. Justice Programs, the Department of Justice, and
the needs of the criminal justice field. The Institute

In recent years, NIJ has greatly expanded its initia_aptively solicits the views_ of crimina_l ju_stice profes-

tives, the result of the Violent Crime Control and sionals and researchers in the continuing search for

Law Enforcement Act of 1994 (the Crime Act), answers that inform public policymaking in crime

partnerships with other Federal agencies and privafdd Justice.

foundations, advances in technology, and a new

international focus. Examples of these new initia-

tives include:

ix
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About the Law Enforcement
and Corrections Standards and
Testing Program

The Law Enforcement and Corrections Standards  piece of equipment that is essential to how it
and Testing Program is sponsored by the Office of functions. OLES-developed standards can serve as
Science and Technology of the National Institute of design criteria for manufacturers or as the basis
Justice (NIJ), U.S. Department of Justice. The pro- for equipment evaluation. The application of the
gram responds to the mandate of the Justice Systemstandards, which are highly technical in nature, is
Improvement Act of 1979, which directed NIJ to augmented through the publication of equipment
encourage research and development to improve performance reports and user guides. Individual
the criminal justice system and to disseminate the jurisdictions may use the standards in their own
results to Federal, State, and local agencies. laboratories to test equipment, have equipment

tested on their behalf using the standards, or cite
The Law Enforcement and Corrections Standards andthe standards in procurement specifications.
Testing Program is an applied research effort that . The National Law Enforcement and

determines the technological needs of justice system .
agencies, sets minimum performance standards for Corrections Technology Cente_r(NLECTC),
operated by a grantee, supervises a national com-

specific devices, tests commercially available equip- " . .

ment against those standards, and disseminates the pliance tgstlng program conducted by independent

standards and the test results to criminal justice laboratories. The standards developed by OLE.S

agencies nationwide and internationally. SEIVe as performance b_enchmarks against Whlc h
commercial equipment is measured. The facilities,

personnel, and testing capabilities of the indepen-

The program operates through the following: dent laboratories are evaluated by OLES prior to

e TheLaw Enforcement and Corrections Tech- testing each item of eqqipment. In addition, OLES
nology Advisory Council (LECTAC), consisting helps NLECTC 'staff review and analyze data. Test
of nationally recognized criminal justice practi-  results are published in consumer product reports

tioners from Federal, State, and local agencies, ~ designed to help justice system procurement offi-
assesses technological needs and sets priorities ~ cials make informed purchasing decisions.
for research programs and items to be evaluated

and tested. Publications are available at no charge through
_ NLECTC. Some documents are also available online
* TheOffice of Law Enforcement Standards through the Justice Technology Information Network

(OLES) at the National Institute of Standards and(JUSTNET), the center’s Internet/World Wide Web
Technology develops voluntary national perfor-  site. To request a document or additional information,

mance standards for compliance testing to ensureg|| 800—248-2742 or 301-519-5060, or write:
that individual items of equipment are suitable for

use by criminal justice agencies_ The equipment National Law Enforcement and Corrections
standards developed by OLES are based upon Technology Center

laboratory evaluation of commercially available P.O. Box 1160

products in order to devise precise test methods Rockville, MD 20849-1160

that can be universally applied by any qualified E-mail: asknlectc@nlectc.org

testing laboratory and to establish minimum per- World Wide Web addressttp://www.nlectc.org
formance requirements for each attribute of a

xi
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About the National Law Enforcement
and Corrections Technology
Center System

The National Law Enforcement and Corrections  or agency that specializes in one or more areas of
Technology Center (NLECTC) system exists to  technology research and development.

support the Nation’s structure of State and local law

enforcement and corrections. The United States haghe National Center, located in Rockville, Maryland,
more than 18,000 law enforcement agencies, 50 Stighe system’s information hub. Regional centers
correctional systems, and thousands of prisons andare currently located in California, Colorado,

jails. The fragmented nature of law enforcement andNew York, and South Carolina. Speciality centers
corrections impedes the dissemination of valuable located around the country deal with border matters
new information, fosters a patchwork marketplace (California), commercialization of law enforcement
that discourages the commercialization of new techand corrections technologies (West Virginia), and
nologies, and underscores the need for uniform perforensic science (Florida).

formance standards for equipment and technologies.

Each center shares roles with the other centers and
The National Institute of Justice’s (N1J’s) Office of has distinctive characteristics. All are focused on
Science and Technology (OS&T) created NLECTC helping law enforcement and corrections take full
in 1994 as a national system of technology centersadvantage of technology’s rapidly growing capacity
that are clearinghouses of information and sourcesto serve the purposes of crime control and the crimi-
of technology assistance and that also attend to spgal justice system.
cial needs, including technology commercialization

and standards development. A national body of criminal justice professionals,
the Law Enforcement and Corrections Technology

The NLECTC system’s purpose is to determine theAdvisory Council (LECTAC), helps identify research

needs of the law enforcement and corrections comand development priorities, thereby influencing the

munities and assist them in understanding, using, work of the NLECTC system. In addition, each

and benefitting from new and existing technologiesNLECTC center has a regional advisory council of

that, increasingly, are vital levers of progress in  law enforcement and corrections officials. Together,

criminal justice. It is especially important to note  LECTAC and the advisory councils help to keep

that NIJ/JOS&T and the NLECTC system are the the NLECTC system attentive to technological

only current programs developed by the Federal priorities and the needs of law enforcememd

Government that focus solely on the development corrections. They help to link the end user with

and transfer of technologies to State and local law the developer to create technologies that adequate-

enforcement and corrections. ly meet operational requirements and establish
which potential technologies should be pursued

NLECTC is a program of NIJ, the research and  for development.

development arm of the U.S. Department of Justice.

The system currently consists of a national center, All of the current regional centers have distinctive

four regional centers, and three speciality centers. roles or focus areas, that, in many cases, are aligned

Also contributing to the initiatives of the center sys-with the expertise of host organizations and agencies.

tem is the Office of Law Enforcement Standards. The centers are currently operated under cooperative

The centers are colocated with a host organization agreements or interagency agreements with host

xiii
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organizations and agencies whose employees staff NLECTC—-West

the centers.

c/o The Aerospace Corporation
2350 East El Segundo Boulevard

To receive more information or to add your name td=l Segundo, CA 90245-4691

the NLECTC mailing list, call 800-248-2742 or
301-519-5060, or write:

National Law Enforcement and Corrections
Technology Center

P.O. Box 1160

Rockville, MD 20849-1160

E-mail: asknlectc@nlectc.org

World Wide Web addressittp://www.nlectc.org

The following is a list of NLECTC regional and
affiliated facilities that assist NIJ in fulfilling its
mission.

NLECTC-Northeast

26 Electronic Parkway
Rome, NY 13441-4514
(p) 888—-338-0584

() 315-330-4315

E-mail: nlectc_ne@rl.af.mil

NLECTC-Southeast

5300 International Boulevard
North Charleston, SC 29418
(p) 800-292-4385

(f) 843-760-4611

E-mail: nlectc-se@nlectc-se.org

NLECTC—-Rocky Mountain
2050 East Iliff Avenue
Denver, CO 80208

(p) 800-416-8086

(f) 303-871-2500

E-mail: nlectc@du.edu

(p) 888-548-1618
(f) 310-336-2227
E-mail: nlectc@law-west.org

Border Research and Technology Center
1010 Second Avenue, Suite 1920

San Diego, CA 92101-4912

(p) 888—-656—2782

(f) 888-660—2782

E-mail: brtcchrisa@aol.com

Office of Law Enforcement Standards
100 Bureau Drive, Stop 8102
Gaithersburg, MD 20899-8102

(p) 301-975-2757

(f) 301—-948-0978

E-mail: oles@nist.gov

Office of Law Enforcement Technology
Commercialization

Wheeling Jesuit University

316 Washington Avenue

Wheeling, WV 26003

(p) 888-306—-5382

(f) 304—243-2131

E-mail: oletc@nttc.edu

National Center for Forensic Science
University of Central Florida

P.O. Box 162367

Orlando, FL 32816-2367

(p) 407-823-6469

(f) 407-823-3162

E-mail: natlctr@mail.ucf.edu
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About the Office of Law
Enforcement Standards

The Office of Law Enforcement Standards (OLES) ¢ Develops standards for equipment and operating
was established as a matrix management organizatiorprocedures.

in 1971 through a Memorandum of Understanding _

between the U.S. Departments of Justice and ~ °* Develops standard reference materials.
Commerce based upon the recommendations of the pe forms other scientific and engineering research
President's Commission on Crime. OLES’ mission
is to apply science and technology to the needs of
the criminal justice community, including law
enforcement, corrections, forensic science, and the
fire service. While its major objective is to develop
minimum performance standards, which are promu
gated as voluntary national standards, OLES also
undertakes studies leading to the publication of
technical reports and user guides.

as required.

Since the program began in 1971, OLES has coordi-
nated the development of nearly 200 standards, user
Euides, and advisory reports. Topics range from
performance parameters of police patrol vehicles,

to performance reports on various speed-measuring
devices, to soft body armor testing, to analytical
procedures for developing DNA profiles.

The areas of research investigated by OLES mcIudeahe application of technology to enhance the efficien-

cIothlng, communication systems, emergency eqUIIO'cy and effectiveness of the criminal justice communi-
ment, investigative aids, protective equipment,

: ) : continues to increase. The proper adoption of the
security systems, vehicles, weapons, and analytlcafy brop P

techniques and standard reference materials used (pducts resulting from emerging technologies and
ques : : .. &Ye assessment of equipment performance, systems,
the forensic science community. The composition o

OLES’ proiects varies depending unon priorities of methodologies, etc., used by criminal justice practi-
the crirr?inzjzll stice comrrf)unit a?t afl i?/en time tioners constitute critical issues having safety and

J y Y9 legal ramifications. The consequences of inadequate
and, as necessary, draws upon the resources of th

: . quipment performance or inadequate test methods
National Institute of Standards and Technology. can range from inconvenient to catastrophic. In

ists | ¢ iminal iust addition, these deficiencies can adversely affect the
OLES assists law enforcement and criminal JustiCe gonera| population when they increase public safety

agencies in acquiring, on a cost-effective basis, theq g5 preclude arrest, or result in evidence found to
high-quality resources they need to do their jobs. . inadmissible in court.

To accomplish this, OLES:

» Develops methods for testing equipment perform-
ance and examining evidentiary materials.

Xv
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Chapter 1.
Introduction

Today, law enforcement agencies have more * Electronically signing onto a system via a laptop
technologies available to them than ever before at the beginning of shifts, thus improving account-
(computer-aided dispatch/records management ability of resources.

system (CAD/RMS) software, mobile computing,
and digital radios, to name a few. With so many
options available, the questions about what infor-
mation technology (IT) solutions are right for an

agency can be overwhelming, especially in times _ _
of tight resources and budgets. This guide offers the law enforcement community

a description of what information system technolo-
This document is a product of the National Law gies are currently available and information to help
Enforcement and Corrections Technology Center sy¥°U det1erm|ne how to incorporate them into your
tem, a program of the U.S. Department of Justice, 29€ncy’s day-to-day business. It also explains the

National Institute of Justice, Office of Science and functions technology solutions provide, shows how

Technology. This guide is intended help law enforce{neY can be integrated, and provides you with key

ment agencies in their efforts to develop and/or considerations in developing an implementation

enhance their information systems. plan and a procurement strategy. The guide is not
intended to offer indepth technical discussions, nor

will it talk about specific manufacturers or their
products.

e Dispatched messages sent silently to a patrol vehi-
cle, thus improving chances of stopping crimes in
process and protecting the officer.

Think of the many ways technology could improve
your agency. Here are a few examples to get you
started:

» A combined search of local, State, and Federal Why a GUidé?
criminal histories, available by entering a single
request from a computer in a patrol vehicle, thus
reducing radio traffic.

This guide was developed as a result of National

Law Enforcement and Corrections Technology

Center (NLECTC) assistance visits made to several

« A database then can be queried, resulting in moréaw enforcement agencies of various sizes across the
reliable crime analysis reporting or investigative Nation. It became apparent during these visits that
searches. most agencies needed access to similar information

and that these agencies could use a “roadmap” to

* A system that can link persons, addresses, properiyplement information technology. The concept of
and vehicles, thus reducing data entry and improvy guide was born out of this need.

ing safety to the officer in the patrol vehicle.

» Technology allowing officers to enter incident P d S
reports, supplementals, and field checks into the urpose an cope

central database from the patrol vehicle, thus PrOFirst, this is a guide. It is not a panacea. Like all

viding more timely agencywide access to data. g jides, this one provides a place to start and tips on
what to do along your journey to help organize your
efforts. There are many decisions that will need to
be made by you, your agency, or the people you hire
to help you in your project.

» Online documentation or guidance for entering
reports and classifying crimes, policies, and regu
lations, thus providing quick clarification and
reducing re-entering of information.
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Information technology is a world of its own, and saBelow is a short description of each of the following
is law enforcement. Marrying the two can result in aight chapters:
more efficient and, hopefully, safer working environ-
ment and community. Regardless of where technolog@yhapter 2. Planning an Information Technology
is used, the activities in your agency’s day-to-day Project. A review of project planning steps as they
business can be characterized as a business procesggply to an information technology project, includ-
Applying information technology is not (and should ing the crucial step of conducting the Information
not be) simply automating a process. Itis using  Technology Assessmett establishyour needs.
technology where it makes sense and brings about
greater efficiencies. Chapter 3. Conducting an Information

Technology Assessmenfn indepth review of the
This guide is organized around the key componentsechnology assessment process, providing an expla-
of an information technology project plan, specifi- nation of the necessary steps and basic procedures
cally, application software, network/hardware, and for conducting/participating in the assessment.
mobile data computing. We also provide pointers on
developing a Request for Proposal (RFP) and evalehapter 4. Law Enforcement Information
ating the responses. Systems: A Look at Application Software, Part |.

An indepth review of application software systems
We have concentrated on several types of informatiamsed by law enforcement. The first of three compo-
technologies for law enforcement, including RMS, nents of an IT project.
CAD, geographic information systems (GIS), crime

mapping systems, and mobile computing. These wetghapter 5. Law Enforcement Application Systems:
chosen as necessary building blocks of sound law A Look at Application Software, Part Il. An
enforcement operations. Of course, there are many overview of two emerging technology solutions—
other elements, such as the Integrated Automated geographic information systems and crime mapping.
Fingerprint Identification System (IAFIS), National

Incident-Based Reporting System (NIBRS), and  chapter 6. Information System Connectivity.A

digital photographic files. These applications also argeyjew of hardware and connectivity needs in lay-

detailed analysis than this document is designed to

provide. Chapter 7. Mobile Data CommunicationsThe

_ _ _third component of the IT project. This review of
As you work through an information technology projmopile data computing introduces the equipment

ect, you may want to have a dictionary of computer peeded to implement such a system, as well as the

terms, which you can find in the computer/Intermet  consjderations for choosing which type of communi-
section of most bookstores. One particularly thorougkytion is the best for your agency.

book is theDictionary of Computer and Internet
Terms,published by Barron’s Educational Series, 'nCChapter 8. Request for Proposal Development

You can a!so find resources on the Internet (e.g., the, 4 System SelectionStep-by-step pointers for

www.whatis.com Web site). developing and issuing of the RFP and then con-
ducting a fair, comprehensive evaluation of the
responses.

Chapter 9. Installation Management and Beyond.

A review of how your agency can prepare for imple-
mentation and how to work with vendors to get the
most out of the system for the lifetime of the product.
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Chapter 2. Planning an Information
Technology Project

Planning an information technology project follows Step 1 ES'l'CIinSh .|.he Scope
many of the same steps you may have used to plan °

other projects (establish objectives, identify resource?lf the Pr0|ecl' Based on

determine needs, explore options, select the optimaIYOUl' Agency’s Goals and

alternative, and implement the solution. The real Obiectives

challenge comes when you try to accomplish these

tasks. Since most of us are end users of technologyhe first step is to establish the scope of the project.

and not developers of technology, the start of an ITThe assignment might be as ill defined as “modern-

project sends us into another world, with a whole ize the IT systems in our agency” or as specific as

new vernacular. This chapter details project planningipgrade our RMS, move all the records to this new

stepsas they apply to IT projectén IT system system, and make sure it works with other systems

acquisition can be as simple as the purchase of costich as CAD.” Now is the time to define the scope,

mercially available, off-the-shelf items that easily fitbut it must be within the bounds of your agency’s

together with very little effort or risk, or the procure-vision, goals, objectives, and price range.

ment of a complex system composed of many sub-

systems, requiring an experienced, dedicated effortPrior to undertaking a major IT project, the agency’s

to ensure success. long-range goals and objectives should be reviewed.
If these do not include contemporary technology

By proceeding through the following series of stepspbjectives, they may need to be refined. Examples of

you can plan a project that leads to a successful prigng-range goals are: improved information sharing,

curement and installation (steps 10 through 12 are reliable field report writing systems, and reliable

discussed later in this guide): field interfaces with National Crime Information

_ _ Center (NCIC) checks and local database searches.
Step 1. Establish the Scope of the Project Based

on Your Agency's Goals and Objectives Internal and external management are the primary

Step 2. Get Help source for the agency’s long-range plans, including
' funding opportunities. Therefore, it is important to
Step 3. Form a Working Group identify the cost and performance expectations of

the managers and to communicate these back once
they are documented. This task may not be an easy
Step 5. Conduct an Information Technology one, but defining system expectations will help edu-

Assessment cate and prepare management for the system, per-
sonnel, and financial impacts. Managers also should
identify end users by group and job type. Although
Step 7. Develop a System Design and Schedule individual end users may not be identified, a valid

cross-section of the end-user community should be

Step 8. Develop a Cost Estimate provided. For example, patrol officers, dispatchers,
and emergency services are valid user groups that
could be represented.

Step 4. Educate Your Team

Step 6. Develop Overall System Needs

Step 9. Obtain Management Approval

Step 10.Develop and Issue Request for Proposal
(if necessary) Another point to bear in mind is that the new system
may provide capabilities far beyond the current sys-
tem and may force operational changes to properly
Step 12.Implement System and Monitor use this new technology. The scope of change that
Performance

Step 11.Select System
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the organization is able to tolerate must be consid-+ Determine the sources of applicable data and the
ered. It is important to ensure that expectations,  processes that use and/or modify the data.

change tolerance, and technology are clearly under- _
stood by all stakeholders. » Evaluate as-is (current) systems for records man-

agement in terms of data integrity, accessibility,
and security, and identify opportunities for improve-
Step 2. Get Help ment in these areas through modernized software,
integration, and/or process improvement.
Regardless of the system to be acquired, if its pur-
chase, installation, and operation are outside yourSkills, training, experience:
capabilities, get some help. Help can be as simple o .
as a quick look from someone knowledgeable witH Ex_cellent communication skills, both verbal and
the system or as complicated as hiring a full-time ~ Written.
employee, consultant, or company to help run the
process. The adage, “You get what you pay for,”
rings true here. The 16-year-old technical genius
who lives next door was a great resource when
your computer game crashed on your home PC, « Working knowledge of 911 CAD and RMS.
but do you really want to rely on his advice for

your agency’s networking issues? Business Anq|ys|-

Responsibilities:

* Prior experience in database engineering with
working knowledge of relational database design
concepts and structured query language (SQL).

Actions further along in the process, particularly
steps 5 and 6, require technical skill sets that are . QOpjectively analyze current business practices,
probably not present in your agency’s staff. Adata  pojicies, and procedures.

analyst, business analyst, and network engineer will

be responsible for creating a snapshot of how your * Streamline the business processes after thorough
agency processes information and how these processxamination.

es can be improveasing technologyf these per-
sonnel do not exist within the agency, they should be
hired to perform the assessment. It is essential that
the business analyst be objective, which may not be
possible when inhouse personnel are selected to pel- proyide updates to agency policies and procedures
form the assessment. If a major network enhancementy jmplementation of new business processes.

is anticipated as a result of step 5, the information

technology assessment, consider hiring a network Skills, training, experience:

engineer on a permanent basis.

Generate as-is and to-be (future) models along
with written text to support and enhance the
models.

* Excellent communication skills, both verbal and
The following is a list of responsibilities and skill written.

sets for each of these three roles. Knowledge of law ] ) ) ] ]
enforcement operations also is essential to all of * Prior experience in business process reengineering.

these positions. Technologists should never work in, Working knowledge of 911 CAD and RMS.
a vacuum. They have to understand law enforcement

needs, specifically, your needs. Otherwise, the tech= Working knowledge of mobile communication
nical help will be entering another world, with new  systems.

vernacular. Sound familiar? ] ]
» Working knowledge of word-processing systems

Data Analyst and modeling software.

Responsibilities:

» Analyze flow of information in the organization.
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Network Engineer Typically, the acquisition of a complex system

requires the approval or concurrence of other agen-

cies or departments. If a police department is acquir-

« Objectively analyze current network infrastructureiNd @ complex IT system, it probably will need
computer equipment, and software. approval and concurrence from the city’s purchasing

department and attorney, as well as approval from

» Determine the needs and system resource changee city council and/or mayor or city manager. Using

with recommendations for system upgrades and experienced, unbiased, outside assistance can make

procedures to administration. this approval cycle much smoother.

Responsibilities:

« Determine hardware and software requirements,
evaluate equipment options, and make purchasins.l.ep 3. Form a Working

decisions.
Group

* Provide system policies and procedures and asso- | _ il invol , f tech
ciated documentation. A complex IT project will involve a variety of tech-

nical and nontechnical personnel. Once the scope is
Skills, training, experience: determined, individuals with appropriate experience
who will be responsible for the assessment and eval-

* Knowledge of network infrastructure and equip- yation can be chosen for a working group.
ment to include routers, bridges, hubs, switches,

and system interfaces. Regardless of the scope of the project, you will need

« Working knowledge of network software (Novell to determine what system capabilities you have, what

Netwaré. Microsoff Windows NT. and/or the new system must do, what the system will cost,
UNIX® and fileserver hardware. and how long it will take to acquire and make opera-

tional. Typically, if you have hired outside help, they
» Working knowledge of PC applications software will provide or acquire most of this information.
(Windowg® 95 and above and/or Windows NT,
major-brand word processor, major-brand spreadBuild a team of agency people to help with the task
sheet or database, e-mail systems, and modem of understanding user needs and interfaces. This
communications programs). group should include persons familiar with all the

. disciplines within your system. It should be char-
* Working knowledge of 911 CAD and RMS. tered by senior management to help you deliver a

« Working knowledge of voice communications system with a minimum risk of failure. It will be the

systems including privacy voice exchange (PBX),10P of this group (or subsets of this group) to work
voice mail, call accounting systems, and public ~ With the data analyst, business analyst, and network
and private telecommunications systems. engineer to help conduct the information technology
assessment and develop the system needs, RFP,
» Working knowledge of mobile communication interfaces, estimates of cost, and schedule. Most
systems. likely, you will need to establish one person as the
project manager to oversee the entire process from

* Excellent communication skills, both verbal and o "iitial assessments through implementation.

written.

Any assistance you receive should be of a completstep 4. Educate Your Team
ly unbiased nature, regardless of the degree of proj-

ect complexity. If the project requires the assistancdo understand the importance of this step, we must
of outside consultants, their qualifications should bgump ahead for a few moments. During the IT proj-
known or determined. Most importantly, ensure thatect plan the team will be determining the current
their previous efforts did not always result in the  status of the agency’s information processing “sys-
selection of the same components or vendors. tem” and developing the as-is snapshot. Next, the
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team will need to determine what the new system what you need has been a big pitfall in many IT
should be and how end users will employ the new projects. The information technology assessment is
technology. How can they make decisions on a newhe bridge between these two steps and should be
system if they do not know what is possible? executed prior to defining requirements for a new
system.
In certain instances, the proposed system may be so
technically complex that they cannot determine the The information technology assessment is a method-
needs because they do not understand the possiblécal process to help determine what your business
solutions. If this is the case, it now becomes necesprocesses are, which ones are key to the agency’s
sary to educate the team. The business analyst, datgeration, andhowyou process information in your
analyst, and network engineer will be able to pro- agency. It combines reviews of an agency’s current
vide valuable input in their areas of expertise and policies and procedures, business processes, infor-
can assist in educating the team as a whole. mation technology infrastructure, software (RMS,
CAD, etc.), and hardware. In short, it provides a
It is important to remember that this step is not baseline of where you are now and helps to pinpoint
meant to be a decision point. The education procesyeas for improvement.
can be handled in a number of ways, including:
) o ] Since this step is a long and involved process, we
* Presentations on the existing system and informgy,e dedicated the next chapter, Conducting an
tion interfaces within the agency. Information Technology Assessmett the particu-
lars. As we continue through the project planning
steps, remember that having completed step 5, you
» Product demonstrations from invited vendors.  will have a much clearer understanding of where

_ _ technology can best benefit your agency.
» Information gathering at conferences and shows.

» Presentations on planned and funded upgrades.

¢ Information gathering from product databases.

Step 6. Develop Overall

» Information gathering over the Internet. System Needs
* Surveys and site visits with agencies using similafhe overall system needs should be determined from
technologies. the results of the information technology assess-
_ _ _ ment. As your team members develop system needs,
At this point, a potential pool of vendors may it is of utmost importance that they do not come

already be identified for your basic needs. A very back with specific solutions.

effective tool at this time is to develop a Request for

Information (RFI) document and send it to these  Thjsis nota needA PC running Microsoft
potential vendors. An RFI can be a very simple, noywindows with Acme Report Writer V3.0 software.
obligation document requesting information about a

vendor’s products to meet your needs. The responsfi§isis a needA system to quickly and accurately

will range from product brochures, to prepared  jq5 ¢ information in the field that can be transferred
responses, to sales representatives on your doorstgg.ap, existing crime reporting system at the station.

Keep in mind that these needs averall system
Step 3. C.Ol‘ldUC'l' an needs. The result will probably be a complex system
Information Technology that could not realistically be implemented or funded
Assessment in one step. You may have the inclination to make

concessions for your needs. Do not fall into this trap.
Many project plans go straight from educating the Rather, state your desired goals, but realize that you
working group to developing the requirements of a will accomplish them through a series of phases. In
new system. The assumption that you Wlbw the next step, you will determine what those phases
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are. This overall system design will also serve as Step 8 Develop a COS"'
parameters for developing system requirements in *

an RFP process. Estimate

Once the design is complete, the costing should be
The ability to articulate user needs is almost an artstraightforward. Cost estimates can be found infor-
form that takes time to develop. The raw data your mally by talking with other agencies that have
team collected during the information technology installed similar systems. More formal cost esti-
assessment and the results of the assessment are mates come from the actual vendors. In those
used to develop the overall system needs. instances in which the system can be well defined,

you can ask your vendor pool for price quotations.

This is best accomplished through the creation of a
Si'ep 7. Deve|op a SYStem Request for Quotation (RFQ). Although this docu-

Design qnd Schedule ment is nonbinding on the vendor, it does tend to
establish the estimated system cost for a limited
Developing a system design and schedule most likgeriod of time. Usually, the vendor will indicate the
ly will be done simultaneously with developing a  timeframe in which the quote is valid. You should
cost estimate (step 8). You will need an idea of cosg|sg develop a document detailing where you are
as you design your system and timeline. obtaining the funds to implement the initial phases
of the project. This document should include limita-
The design of the system is the job of the working tions of the funding sources and, if required, the
group, including the business analyst, data analyst,deadline for expending the funding.
and network engineer. If you have not hired these
positions or do not have them on staff, then itis  As mentioned above, steps 7 and 8 will most likely
your job. Develop the system design and schedule pe executed simultaneously. Since your design and
based on the overall system needs. Now comes thgchedule have been based on available or anticipated
difficult part of assigning priorities to needs, and  fynding, developing a total cost estimate is a matter
cost is an obvious factor. Unfortunately, the “big  of bringing all the pieces together. Each phase

picture” may be beyond your budget, so you will  ghould receive its own cost estimate.
need to make some tough decisions. Work in all of

your system needs using phases. Do not worry that

phases may extend into the distant future. It will beSfep 9. Obtain Mdl‘ldg&-
easier to lay the groundwork in the early phases if

you know where you would like to be down the ment Approval

road. For example, if you know you would like to  Thjs is the point to bring senior management and

implement mobile data computing in phase Il,  outside agencies into the picture. Senior manage-
ensure that the server hardware you purchase in ment must understand:

phase | will be able to accommodate this upcoming
equipment. » System costs.

You will want to ensure that the design is realistic. * System capabilities.

The more complex it is, the more complex this * The estimated schedule to completion.
review will be. If you have a list of potential ven-

dors, you can either convene a design conference or The consensus of your working group and
send your design to your vendor pool for comments. Stakeholders.

It is reasonable to expect that vendors will have the
necessary technological experience for this task. You

also will have to deveIOp a tOp-Ievel schedule of the The he|p you will need from senior management_
estimated time needed to complete the phases.

The next steps.



A Guide for Applying Information Technology in Law Enforcement

When management gives approval to proceed, you You may be able to purchase and install a less
should next educate other departments, such as  complex system without a formal evaluation.
purchasing and legal, as to the system design and However, a complex system will require a methodi-
intentions. If the system requires a formal procure- cal evaluation of possible solutions—the RFP
ment process, your documents will need input and process. The development and issuance of an RFP
approval from these groups. It is important to estab-is no small task. Later chapters of this document
lish positive relationships with these people. Solicit have been dedicated to steps 10, 11, and 12—the
their concerns, experiences, and requirements. Try tdevelopment and evaluation of an RFP, the selec-
establish a single point of contact within each agenction of a system, and system implementation.
and have them estimate their time for tasks that will
be assigned to them. In the next chapter we discuss the details of the
information technology assessment (step 5).
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Chapter 3. Conducting an Information
Technology Assessment

In the last chapter we briefly discussed the informa-specific service or product for a particular customer
tion technology assessment. This assessment requioesustomers. A business process is characterized by
an indepth review of business processes to determitteese factors:

how you currently use technology and to pinpoint
where technology can provide the best benefits. By
conducting this assessment before determining needs(:learly defined inputs and outputs.
you will be better able to implement technology

solutions in the most effective way. * Value added from the resulting output.

e A start, an end, and a purpose.

The information technology assessment is a com- Why is it important to review your agency’s busi-
plex process, so we have broken it down into four ness processes for an IT project? The introduction of
components: new or improved information technology often
requires changes to the policy and procedures within
the agency in order to take full advantage of the effi-
ciencies created by the technology. These changes
may be minor or major. The business process review
2. Develop pictures of the core business processeg2rovides the opportunity to “see” how your agency
the as-is maps. operate; gnd improve the procedsefrethe tech-
nology is implemented. Do you really want to spend
3. Analyze the as-is maps to determine ways to  the time and money to automate an inefficient or
streamline these processes. unnecessary process?

1. Review your agency’s business processes and
procedures and determine which ones are the
“core” processes.

4. Use this information to develop pictures of the

- Together, all of the business processes in an organi-
more efficient processes—the to-be maps.

zation form a total delivery system for products and
o services. Processes that are the most vital for mis-
For example, let us assume the incident report i performance and organizational survival are
process is a core process in your agency. The as-iSqonsideredtore processesHowever, some process-
map for this process may show that your officers g5 may not be relevant to the scope of the project
conduct separate inquiries at the local, State, and 5t you have previously defined. Therefore, the
Federal level for criminal history. Therefore, the as-i§jentification of the core processes should be done
map is showing a piece of the process that could b&yith respect to the project. The primary focus of the
improved. Perhaps a new software application couldgre processes should be relative to information

allow the officers to conduct one inquiry and retrievesgyices and products within the agency that pertain
the information from all of these entities at once. 4 mission critical activities.

Let's take a closer look at these four components ., exampleResponding to a call for service is

and how to work through them. vital to an agency’s mission; hence, it would be con-
sidered a core information process and should be
. selected for review. Tracking agency-owned proper-
Det?rm"‘e the Core ty, while important to budgetary impact, may not be
BUSII‘Iess Pl‘ocesses perceived as a mission-critical process. Therefore,
tracking agency-owned property might not be

A business process is a collection of related, struc-yiewed as a core process.

tured activities—a chain of events—that produce a
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The Initial Core Process Develop As-Is Process Maps

Review An as-is process map is a graphical representation of

A core process review requires analyzing the fundd?0W business information flows. The map depicts the
mental processes of an organization from a cross- chronological steps of the inception of the informa-
functional perspective. The working group should tion, who handles the information, and how the
analyze existing processes until the group clearly mform_atlon is transformed at each step._lt is used to
understands what the processes are trying to accofstablish a baseline for subsequent business process
plish. The point of the review is to understand the IMProvement models. Exhibit 3-1 is an example of
purpose of the process. The initial process review &N incident report as-is process map. It clearly focuses
considered the baseline. The remainder of this chapl the key steps in the chain of events. Insignificant
ter assumes that the working group will participate StéPs should be eliminated from the process map.

in the entire technical assessment.
Along with the process map, text is written to

How do you start? enhance the understanding of how and in what for-
mat the information is introduced to the process,
stored or filed, and retrieved for reporting purposes.
A process map of an incident report may include

determine standard practices. To prepare for the StePS for ge_”era“”‘?! an incident report on a f‘?fm’
interviews, create operational scenarios that are refatoring the_ mforma_tlon In-an RMS_’ and ther_l f"”?g
vant to the function or task and distribute these to the_ report in a cabinet. I—!owever, It may l:_)e |.Ilog|cal
the end users prior to the surveys or interviews. Enp Include all of the possible uses of the incident
users may be grouped by function, department, or dat@ in the map. For example, an investigator may
geographic location. Next, develop focused surveyéﬁeed to query the data by criteria dlffer_ent than_ a
and distribute these to the interviewees. The surve;%erson querying the data tq generate Uniform Crime
are intended to uncover current system operations Reports (U_CR)' The following is a sample of the
and shortcomings, as well as provide ideas for futuF@Xt that might accompany the_abpve process map.
system needs. Interviews should be used to clarify The tex_t tha’? §upplements the .|nC|dent process map
or substantiate survey results. Often, the survey clearly identifies how the data is processed and the

responses will identify unexpected results requiringP’©PIems that exist within the process.

that additional details be discussed and documented. o _
Form Filler is a tool that allows an electronic form

The working group should also be sensitive to the to be created and data to be entered into the form

operational needs of the agency and make interview&" afmoblle corr]nputer. Data is not elecftronlcally
as concise as possible. A solid commitment is re- ~ transferred to the AS/400. An incident form was

quired from managers to ensure that adequate time stvietopzel 25 i [P el Slleis 0 el (0 Cngy

is provided to complete the interviews incident reports, then print the reports for supervi-
sor approval. The supervisor approves the report,

then delivers the printed copy to Records. Records
adds the UCR code, then re-keys the data into the
RMS. This process includes duplicate typing of the
incident report.

First, gather information for each core process by
surveying and interviewing officers and staff to

Next, review policy and procedures that direct the
processes. Many times end users will have valuable
suggestions for policy and procedural changes that
the introduction of new technology may bring.
These need to be specifically documented and

included in the final recommendations. Investigators maintain case status on a log sheet.

Investigators do not rely on query results related
to cases in the RMS. Query results often produce
an incorrect number of records when many
records exist or produce incorrect records on
searches performed by name, date of birth,
address, and physical description.

Finally, review current information technology infra-
structure and current computer applications. This
will include a review of your network infrastructure,
computer equipment, and applications in terms of
data integrity, accessibility, and security.
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ExHIBIT 3-1. As-Is INCIDENT REPORT

The Second Core Process
PRrROCESS MaAP

Officer responds
to incident and
receives OCA from
dispatch

Enters incident
report on laptop &
prints copy

Supervisor
approves
report?,

Supervisor
returns report
for corrections

Copy distributed to
Records & Chief

A

Crime classified
by records

\ 4

IR re-keyed
into RMS

IR filed in
records

Review: The Analysis

What do you do with the as-is process maps?

The as-is process map and accompanying text are
analyzed to determine where steps that do not add
value exist in the process and to identify primary
versus secondary activities that directly support the
technology objectives. The next step is to compare
the as-is process maps and text to “best practices”
of other agencies, combined with a review of the
network infrastructure, information systems, and
agency policy. During this review the team begins
to formulate solutions to support the modernization
objectives. A second review should reflect process
improvements, changes as they relate to a total
information technology infrastructure, and areas
where new technology can replace outdated methods.

The team should seek to determine which steps in a
process really add value and search for new ways to
meet the agency’s objectives. Throughout the review
the team members should ask “why” and “what if”

to analyze the purpose of each step.

The surveys and interviews done previously should
identify problems and shortcomings of the current
systems. It is important to include evidence of prob-
lems when it is available since it provides specific
instances of system performance. End users should
be given the opportunity to grade or evaluate current
system features. This will help highlight unwanted

or unused capabilities that can be updated or elimi-
nated in the to-be process.

Although end users may not know the specific or
technical requirements for a future system, they
can help the working group identify the operational
needs of the agency. End users should be given the
opportunity to suggest features or technologies not
otherwise available to them.

The second review should culminate in the develop-
ment of the to-be maps that depict how the business
process could be streamlined by eliminating non-
value-added steps in the process or by replacing
steps with up-to-date technology.
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Develop To-Be PI‘OCGSS MCIPS EXHIBIT 3=2. To-BE INCIDENT REPORT
PROCESs MapP

The to-be process map is a graphical representation

of how business information should flow after
changes to the process have been implemented. The
to-be process map shows where activities can be
streamlined and where new technology can replace
outdated methods. Text should be written to accom-
pany the to-be process map to clearly explain how
the implementation of new technology will meet the

Officer
responds
to incident

agency’s modernization objectives. Details from the
technical assessment should be recorded in a report
that is easily understood and clearly defines the
agency’s needs. Results of the technical assessmer
should be used as a guide when developing the ove
all system needs (step 6) for the technology that wil

—

be implemented. The to-be maps and text can also pe

used to provide support for writing specifications and

requirements for inclusion in an RFP (See chapter §).

Exhibit 3—-2 is an example of a to-be map that
includes steps that will improve the process and tak
advantage of modern technology.

3%

The information technology assessment is a long
and involved task within the entire project plan.
With so many ways to automate individual tasks angd
technology tools available to single departments,

it is easy to lose sight of the importance of an inte-
grated system that works for the whole agency.

Developing system needs becomes less cumbersoine

if you examine how your department works and
where you could inject improvements.

We will now look at the three main components of
a law enforcement IT system: application software,
hardware, and mobile data communications. Under
standing these components is crucial to writing an
appropriate RFP and a successful implementation ¢f
a system.

A 4

=
[

Officer enters
incident report on
laptop, classifying

the crime using
online guidance

Officer sends file
to supervisor's
electronic inbox

Supervisor sends file
to officer's inbox
for corrections

Supervisor freezes
data and incident
appears in electronic
inbox of Chief

Incidents
are printed
as needed
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Chapter 4. Law Enforcement
Information Systems: A Look at
Application Software, Part |

The first component of a law enforcement infor- To be fair to proposing vendors and to ensure a suc-
mation system that we will discuss is application cessful implementation, information about existing
software. This software may be off the shelf or  systems and interfaces to those systems is needed.
software that is customized for your agency. Information should consist of at least the descrip-
Regardless of origin or complexity, you must con- tions of existing hardware, software, and database
sider the entire scope of the application’s impact characteristics; models or structures of databases;
on your agency. In this chapter we review applica-and constraints or assumptions of those systems.
tions that are common to most law enforcement The following is a list of questions that you should
agencies, RMS and CAD, and discuss how to beganswer in the interoperability section of the specifi-
evaluating them. This chapter can be used as a refations.

erence when defining requirements for an RFP. In _

the next chapter, we will overview two applications Aré all of the modules being replaced? If not,

that are quickly becoming mission-critical for law ~ Should the existing modules be integrated to the
enforcement agencies, geographic information sys- "€W modules?

tems and crime mapping systems. « Will data be shared between the modules? If so,

_ o _ what data?
Before we discuss RMS and CAD applications in

detail, we will look at the interoperability between + Will RMS, CAD, enhanced 911 (E911), court sys-
these law enforcement applications and between yourtems, mobile data systems, or GIS be integrated?
agency and other entities, such as the fire department _ _ .
emergency medical services (EMS), or courts. We * ?f all of the modules are being replaced, will exist-
also will tackle some general operational specifica- N9 data need to be migrated to a new system?
tions to keep in mind when choosing any software , \yho is expected to perform data migration?
application.

» Will all of the existing data be migrated to the new

system?

Interoperablllty » Will there be any system down time during the

In the IT project plan, you determined your overall installation of new systems?

system needs (step 6) and your system design (step _

7). Most likely, this identified the types of systems ° Will any of these systems be shared with other
or modules expected to be delivered, such as CAD lurisdictions? If so, what data should be private
or RMS. In the requirements stage, you should within an agency, and what data can be shared
clearly state the expectations of the interoperability 2MONg agencies?

between the modules. « Will any of the new systems be integrated with

_ State or Federal systems, such as NCIC or NCIC
Agencies that are expected to be a part of the overalbggp?

system should be identified. If your plans include

interoperability with the police, fire department,  * If an interface for NCIC queries is included,
EMS, courts, or other agency systems, this should should the user be able to query the local RMS
be clearly stated in the interoperability description. ~ with the same query as NCIC?

13
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You should be prepared to answer more specific
guestions about interoperability between specific
systems, such as:

« What should happen to the interaction of the
systems when one system fails? .

* What are the expectations if the CAD system .
fails?

« Will addresses be verified and standardized using
GIS? .

» Will one unique case number be generated and
shared between the integrated systems?

« Will data that is entered into a CAD system be
entered again for the RMS?

* |Is the master name or location data shared
between systems?

Advanced Resources

Previously submitted RFPs are the best resources
when deciding the details to be included in your sys-
tem requirements. The Town of Mt. Pleasant, South )
Carolina, wrote an effective RFP for a new CAD,
RMS, and mobile data terminals (MDT) that details

the desired interoperations between the systems. This
proposal supplies excellent descriptions of their expec-

tations for name, location, and property table require;
ments in addition to the reports they expect to be
available online. It can be viewed at www.nlectc.org. ,
Other RFPs can be viewed at www.search.org under
the “IT Acquisition Database” link.

General System
Specifications

General system specifications should be incorporat®

ed that apply to any systems being implemented.

The general specifications should portray the overal

look, feel, and response of the system. These are
very important for the future use of the system and

ments. Examples of general system specifications
include (but are not limited to):

Vendor/System Qualifications

The system should be built using open standards.

The vendor should employ well-defined, widely
used interfaces, communication protocols, and
programming languages.

The vendor should employ standards that have
been adopted by recognized standards bodies such
as the International Standards Organization (1SO),
the Institute of Electrical and Electronic Engineers
(IEEE), the American National Standards Institute
(ANSI), and OpenGilS.

The vendor should have a well-defined software
development process. Certification in SEI (at least
level 3) or ISO 9000 is a plus.

The system should employ a relational database
that supports SQL.

The vendor should provide a data dictionary to
users and provide for access to the application’s
data without depending solely on the vendor’s
interface (e.g., compatible with widely used third-
party tools for ad-hoc query and report generation).

User Interface

The application should provide a graphical user
interface where applicable.

The interface should provide seamless screen navi-
gation based on operation in process (e.g., auto-
matically opening a name window as an incident
report is entered).

The interface should support generic operations
for text (e.qg., cut, paste, copy).

The interface should support multiple input tech-
nigues—mouse menu selection and/or keyboard.

must be clearly communicated to vendors. StandarelsThe interface should have multiple options for
prospective vendors must meet should be defined in accomplishing a task (menu selection, button,
this chapter. Vendor characteristics such as customerand/or accelerator keys).

contact references, user groups, customer support,
and licensing issues should be included as require-’

The interface should provide “undo” mechanisms
to allow the user to reverse an operation.
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Easy and Accurate Input

» The system should be able to process both 20th
and 21st century dates without distorting the

* The system should not require duplicate entries of results, losing information, or otherwise causing
data. For example, once a person’s name, date of data corruption.
birth, sex, race, or other common data have been

entered in an incident report, that person would

only have to be referenced in subsequent reportsGeneral oPerqﬁonql

» The system should provide for effective search
capabilities:

— Soundex searches (e.g., Smith vs. Smythe).

— Similar name searches (e.g., Jim vs. James,
Chuck vs. Charles).

— Wildcard searches (e.g., Kat* would match
Kathy, Katherine, or Kate).

— Exact match searches.

— Text searches of narrative data.

Error Checking

» The application should provide data validation
where applicable. Where possible, data entry

errors should be prevented as opposed to generat-
ing error messages after the fact. Error messages

should be specific and meaningful to the party
responsible for correcting the problem.

» The system should provide spell check with a
user-configurable dictionary.

Help

» The system should provide online help and
context-sensitive printed user manuals.

Flexibility

Specifications

Operational specifications include, but are not limit-
ed to, system reliability, response times, and security.
Requirements for individual systems may further
delineate each of these topics as necessary.

System Reliability

» The system should be capable of providing 24-
hour, 7-day (24/7) operation. For example, the
system should allow the performing of backups
while the system is in use.

* What constitutes a system failure and how the
failure should be managed should be defined.

» The amount of acceptable down time per month
should be specified.

System Response Times

Acceptable response time should be spelled out in
the specifications, such as:

» Time to display person information.
» Time to display arrest information.
» Time to display location information.

» Time to display names associated with an address.

« The system should use master tables for fundamedystem/Network Security

tal entities such as persons, addresses, vehicles,
boats, and property so that these entities can be
efficiently linked. The system should provide the

» The system should be protected from unauthorized
entry/access.

capability for authorized users to efficiently merge. Only users with valid user identification and pass-

these entities if duplicates are entered in error.

» The system should provide ad-hoc query capabili-

words should be allowed entry into the system.
Passwords must be encrypted.

ties in which users can develop and save their OWNThe System Supervisor shall have a Separate user

queries with minimal training, and the underlying

ID and password that permit him/her to perform

database should be supported by common ad-hoc system administrative functions.

query and report generation tools.

15
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» The system supervisor should be able to add and Records personneise an RMS for data entry,
delete users. inquiry, and retrieval.

e Each user should have a separate account for < Investigatorswho represent a primary set of end
which his/her privileges are defined. users, require records for building cases and filing

. : . cases.
» The system should provide security and referential

integrity at the database level, rather than at the ¢ Crime analystdave a different set of require-
application interface. ments and are concerned with the availability of
accurate crime information to perform complex

« The system should provide for transaction logging. analyses of crime patterns.

» Command personneke the system to meet their

Records Mcmagement management information needs.

SYStem l Obijectives

An RMS is an agencywide system that considers thene objectives should come into focus during the
reasons, the processes, and the means necessary f@thnical assessment and should be of assistance in
a document to exist and be used. RMS must coverdeveloping specifications. The objectives for

the entire life span of the document, from its generanstalling an RMS must be clearly stated when

tion to its destruction. The system provides for the defining what you want an RMS to do for your

effective storage, retrieval, retention, manipulation, agency. Examples of objectives for an RMS include:

archiving, and viewing of information, records, doc- o _

uments, or files that are related to a single subject.* Improve the accuracy and reliability of informa-
tion within the agency by consolidating depart-

For the purposes of our discussion, we are concen- Mental records.

trating on records related to law enforcement issueg. oo 4, ce the cost of data entry by eliminating
These records could include |nC|de_nt_ reports, law duplication of efforts.

enforcement personnel records, criminal records,

and crime analysis.  Provide a consistent chain of reporting and analysis.

An RMS allows one source of data input and multi-* EXPand the use of the system departmentally by

ple reporting mechanisms while enabling an agency Providing a system that is easy to learn and use.
to deal Wlth_lts record_s.m a simple environment. It_ « Minimize data handling.
should provide the ability to generate crime statistics

for UCR or NIERS. Functional Specifications

Who Uses the RMS? The functional specifications for the RMS define

) ) what the system should do, not how it should be
It is essential that end users of the system be done. You will want to be able to collect, store,

involved as early as possible in the planning procesgyrieve, analyze, and report the information that
so that they have a stake in the system and that o rtains 1o the activities of your agency. Bear in
V|able_ and acceptable systems are implemented. TR&q that pattern prediction capability may well
following personnel could be end users of an RMS:yoome a requirement of the system upon imple-

mentation. General functions that should apply to
all agency activities stored in an RMS should be
presented at the beginning of the functional specifi-

cations. The following are examples of general RMS

* Some of the information related to the RMS definition and who uses Speciﬁcations_
an RMS was based on the “Law Enforcement Information Management

Section” ofGuidelines for Records Management Syst@nternational

Association of Chiefs of Police).

* Patrol officersprovide the primary input to the
system and their participation is vital to ensure
report accuracy and completeness.
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General RMS Functions -

» The system should link persons, addresses, prop- —
erty, and vehicles (including airplanes and boats), _
if required, to each event.

» The system should allow for retrieval of informa-
tion by one or any combination of the elements or
events. -

» The system should be capable of generating a
printed report for each event. -

» The system should be capable of linking a case —
number to each event.

» The case number should be displayed on the event
screen and on the printed report.

» The system should provide an audit trail of name
and address searches for NCIC.

* Information that is common across many RMS

Inquiries, including mobile data inquiries.
Missing persons.

Warrants.

Narcotics.

Vehicles.

UCR/NIBRS.

Sex offender.

Known associates.

Licenses and permits.
Neighborhood organizations.
Personnel scheduling.
Training/qualifications tracking.

Agency-owned property tracking.

functions includes name, location, vehicle, and Compul'er-Alded DlspatCh
property. An RMS should contain “master” tables System2

for this information so that data is not entered

multiple times for each function. Specific excep- A CAD system allows emergency operations and

tions to the handling of this data in any function

should be clearly defined.

» For each of the functions below, requirements

communications to be augmented, assisted, or partial-
ly controlled by an automated system. It can include,
among other capabilities, computer controlled emer-

should be written based on the agency’s specific 98Ncy vehicle dispatching, vehicle status, incident
needs. These requirements could include a genef&POrting, and management information.

description, major functions and types of data,

reports and screen views, dissemination of data, A CAD system could be interfaced to an E911 sys-

and report writing.

— Incident reporting.

— Field reporting.

— Investigative case management.
— Traffic management.
— Crime statistics.

— Officer activity.

— Criminal records.

— Crime analysis.

— Gang activity analysis.
— Evidence.

— Juvenile records.

tem that provides automated routing of emergency
calls to public safety answering points through a
specified telephone service area.

Who Uses CAD?

The following is a list of primary and secondary end
users of the CAD system:

« Call takers/dispatchers/supervisdrave a signifi-
cant impact on field personnel and the public.
They have the greatest interaction with the CAD
system and E911 systems. They are key players to
successful system implementation.

2 Some of the information related to the CAD definition and who uses
the CAD was based on the “Law Enforcement Information Management
Section” of Guidelines for Computer-Aided Dispatching Systems
(International Association of Chiefs of Police).
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Officers in the fieldare primary users because they Operating Environment

are the personnel most impacted in the dispatch

process. They are required to utilize mobile data tef9€Ncies and jurisdictions intending to use the CAD
minals or computers for many CAD functions and system should be identified. The following provides

are key for a successful system implementation. insight to the agencies current operating environ-
ment. Proposing vendors will use this operational

Records personneépresent users with major configuration to determine the hardware and soft-
input in the CAD reporting process. They could ware requirements of the system. This information
supply the definition of the interfaces to an RMS shall also be used to determine the system loading
and the requirements for CAD data transfers. level to be used during the system response time

_ test. Peak hourly loads shall be calculated at 10 per-
Command staff and planning stafive a need for cent above the average daily load figures. These

deployment data, and ad hoc reports.

Network and telecommunications stafé the Police/Sheriff

technical per_sonnel yvho will operate the _syster_n, « Patrol operations:
provide ongoing maintenance, and have input into _
the requirements for those elements of the system.— Number of members in the department.

— Number of members in patrol.

Obijectives

— Patrol officers on duty per shift.

The objectives should be defined during the techni-

cal assessment and will assist in developing CAD

— Number of marked, controlled vehicles.

specifications. They place boundaries on the system — Number of special units controlled.
and provide the base direction for systems design. o _
The objectives for implementing a CAD should be * Communications operations:

clearly stated when defining what you want the — Number of dispatch positions. (If these are
CAD system to do for your agency. Examples of not single positions, explain. If dual, do both

Streamline the processing of emergency calls for
service from the public and improve the ability to
handle peak call loads.

Number of call-taker positions.

Number of remote locations (explain functions
required at remote locations).

resource management. o _
— Number of communications supervisor

Enhance officer safety with detailed information positions.

on call locations and involved persons. : o
P — Number of personnel in communications (total

Simplify the unit status monitoring function and per shift).
relieve telecommunicators of some of the work-

load by supporting direct entry of status informa-
tion from the field. — Calls for service.

» Average daily volumes:

Provide the capability for agency employees to Incidents based on calls for service.

make various database inquiries. — Traffic stops.

Provide accurate, up-to-date information for man- — Officer-initiated incidents.

agement control. — Incoming E911 telephone calls.

— Incoming seven-digit telephone calls.
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Fire Department

Field suppression operations:

— Number of personnel in communications (total
per shift).

— Number of ambulance zones.

Number of sworn members in the department.

Number of sworn members in suppression.
Number of stations.

Number of engines (pumpers).

Number of trucks (ladders).

Number of other units controlled.

Communications operations:

» Average daily volumes:

Calls for service.

Incoming E911 telephone calls.

Incoming seven-digit telephone calls.

Incidents based on calls for service.

Functional Specifications

Number of dispatch positions. (If these are noflhe functional specifications for the CAD should

single positions, explain. If dual, do both
operators dispatch?)

Number of call-taker positions, if dispatchers
do not act as call takers.

define what the system should do, not how it should
be done. You will want to be able to provide the
agency with the capability to effectively serve the
emergency needs of the community. CAD systems
are designed to dispatch resources automatically or

Number of remote locations (explain functionsto assist a call taker in dispatching resources. The

required at remote locations).

Number of personnel in communications
(total per shift).

Average daily volumes:

Calls for service.
Incoming E911 telephone calls.
Incoming seven-digit telephone calls.

Incidents based on calls for service.

Emergency Medical Services

Field operations:

Number of stations.
Number of public ambulances.
Number of private companies dispatched.

Number of personnel per ambulance.

Communications operations:

Number of dispatch positions. (If these are
not single positions, explain. If dual, do both
operators dispatch?)

Number of call-taker positions if dispatchers
do not act as call takers.

system should be equipped to record all calls for
service, maintain accountability of on-duty person-
nel, and provide resource information to manage-
ment. It should render a detailed audit trail of all
accessed data and store information that will allow
for report retrieval by a variety of methods. General
functions that should apply to all call-taking and
dispatching activities should be presented at the
beginning of the functional specifications. The fol-
lowing are examples of general CAD specifications.

General CAD Functions

Listed below are a few general CAD requirements,
which may or may not apply to your situation. They
are to be used as examples and are not all inclusive.

« Call-for-service data are collected during the call-
taking and dispatching operations. Upon disposi-
tion of each event, the CAD system should pass
the call-for-service data to the RMS.

» The CAD system should assign report numbers
since most formal report numbers are assigned
during handling of the dispatched event. All the
other modules will have access to the CAD report
number. Since some events ultimately result in
court proceedings, the RMS must be able to inte-
grate this information into the court files.

Number of remote locations (explain functionse The Geo/Street Index should be maintained as part

required at remote locations).

of the CAD system.
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» Key addresses, such as incident location, must be —
address verified and the system must calculate or
assign the associated reporting district codes
(track number/patrol neighborhood). -

« The interaction between the user and the computer™
should be via preformatted, fill-in-the-blank video _—
screen layouts. This computer-user interaction
occurs immediately (real time) so that transac-
tions, which add to or change the database, are —
applied as they are received. Any subsequent
retrieval will display the current information.

» The system must have a built-in archiving
capability.

« Information that is common across many CAD
functions includes: date/time display, address vali-
dation, street aliases, and intersections. The CAD _
system should contain “master” tables for this
information, so that data are not entered multiple —
times for each function. Specific exceptions and
handling of date/time display, address validation,
street aliases, and intersections data and their asso-
ciated data should be clearly defined. -

» For each of the functions below, requirements -
should be written based on the agency’s specific
needs. These requirements could include a general
description, major functions and types of data, -
reports and screen views, dissemination of data,
and report writing.

— Duplicate call detection.

— Date and time display.

— Address validation (street aliases, common
place names, intersections).

Call-taker functions.

Event routing.

Interaction with E911.
Dispatch capabilities.
Resource recommendations.
Notification procedures.

Fire dispatch functions.

MDT functions.

Remote site functions.

Priority incident interrupt.

Map display.

Out of district display.
Administrative scheduling capabilities.
Maintenance functions.
Wrecker rotation.

Event recap reports.

Time analysis reports.
Management reporting.
Premise history/hazard inquiry.
Personnel file.

Business “RolodéX file.
Catastrophic event processing.

Automatic vehicle location system.
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Chapter 5. Law Enforcement
Information Systems: A Look at
Application Software, Part Il

Geographic information systems and crime mapping the exact location of calls for service, apartment
are fast becoming mission-critical applications in complex layouts, and floor plans.

law enforcement agencies. Since these systems may o

be new additions to many agencies, we have provid-A Global positioning system (GPS) or an automat-
ed an overview of what the systems can do and a  €d Vehicle locator (AVL) system uses a GIS to
starting point as you consider adding these systems Monitor patrol unit whereabouts and assist in

to your information technology network. Due to the écommending the closest unit.

complexity of these systems and the individuality in, p.opation and parole departments are looking to

solutions, we have not provided specifications as we GIS and GPS to triangulate the whereabouts of
did in the previous chapter. convicted offenders in lieu of incarceration—
referred to as electronic home monitoring.

Geographic Information

System

The introducti ol . has b I1. Determine if you need to purchase external geo-
e intro _qctlon ot electronic maps has been a wel- graphic data. Geographic data can be obtained

come addition for many emergency service agen-

cies. A GIS is a computerized system for linking ar EXHIBIT 5=1. GIS DATA LAYERs
analyzing map data and related tabular database -
information. It is used to capture, manage, manipud :
late, and display spatially referenced data in the |
electronic format. Think of a GIS as an electronic |:
stickpin map. A GIS can assist your agency’s operq :
tions in the area of planning, management, and '
crime mapping.

The Steps To Developing a GIS

ESN
Boundaries

A GIS provides a digital representation of the Earth’s
surface. There are many different formats and types| A}
of digital maps available. Therefore, before you can | !
choose a GIS, you will need to determine how you
will use the system and interfaces to any other soft-| :
ware you require. A GIS as a tool can be used to pdg :
form various functions with the data resulting in new| .
types of displays. The data is built upon layers of

information as depicted in exhibit 5-1. ESN bound- |:
aries are emergency service number boundaries us
to determine which agency answers a 911 call.

Coordinate
Base (x,y)

Who Uses a GIS?

 Electronic maps or a GIS can be used in a dis- :
patch/911 center to show call takers and dispatchd_:

21
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from the U.S. Census Bureau for free. This sys- ¢ Can better address control be obtained from the
tem is called TIGER (Topologically Integrated 911 provider in the form of the master street
Geographic Encoding and Referencing). Geo- address guide (MSAG) tape?

graphic data can be purchased from third-party

vendors that typically enhance this data for im-

proved geocoding. Commercial vendors base the Crime Mapping

price of the data on its quality and complexity.
An agency’s RMS and CAD system are used to

2. Focus on ensuring accurate address informationmanage calls for service, assign available units to
You may need to perform a detailed “cleansing” calls, process critical location information, and track
of the addresses from your CAD/RMS data to and monitor police-related incidents. Although these
ensure quality information within the GIS. systems may provide the ability to conduct ad-hoc

i _ gueries, the technology to analyze this information
3. Transfer address information from CAD/RMS. 514 conduct crime analysis has not been available

An agency can either download the data to a GIg i recently with the introduction of crime map-

or es_tabhsh connections to existing databases. ping application software (generally an extension
he ideal hod d d he d

The ideal method depends upon the departmentss G|s software). By combining data from the GIS,

current network and CAD configuration. RMS, and CAD systems the focus of police work

4. Add a geocoding process. Accurate maps are thBas recently turned to a more data-driven decision-
essence of a GIS and a process should be put ifnaking endeavor.
place to maintain the changes that occur in the

area represented by the maps. Crime mapping involves focusing on where crimes
happen rather than on just the offenders who commit
Questions To Assess Needs and them. Police agencies are analyzing crime and call-
Configurations for-service data in an attempt to reduce crime, solve

problems, and provide more efficient and effective
services to the public they serve. Because of the
success of crime mapping efforts and the affordable
cost of this technology, many more agencies are
« For what purposes will GIS be used? incorporating this powerful new tool into their
day-to-day operations.
» Are there any other departments in your jurisdic-
tion that are using or planning to use GIS? Crime mapping is a tool for crime analysis. The pri-
« Will GIS data be used to support CAD or 911 mary objectives of grime analysis_ are pattern_ analy-
systems? sis, problem anal)_/3|sz and_ operafuons analysis. We
will look at the objectives in detail so you may
« Does your CAD or RMS vendor have a geofile determine the potential benefits of a crime mapping
that could be exported for use with your depart- System for your agency.
ment’s GIS solution?

» Does your city or county have a GIS currently in
place?

_ 3 Pattern Analysis
« What is the condition of the agency’s address
data? Crime mapping is used to identify the spatial and

temporal elements of crime patterns and series. Both
* What steps will need to be taken to provide cleanthe geographic pattern and chronological sequence
address data to the GIS? are assessed on a regular basis to develop a profile
of who may be responsible for a crime, as well as
predict the time of day and day of week for the
targeted area. In an attempt to prevent future crime
« Who will maintain the GIS data? through intervention, the profile is used to apprehend
criminals by querying known offender databases and

» Will the agency need other software for AVL or
parole applications?
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providing investigative leads. Finally, by correlating Steps for Developing Crime Mapping

the current pattern to similar criminal events, an

Capabilities

attempt is made to clear cases and enhance prosecu-

tion of habitual offenders. 1

Problem Analysis

Crime mapping is an instrument for conducting
problem solving—known as SARA, or the scan- 2.
ning, analyzing, responding, and assessing of com-
munity problems. Crime mapping allows officers to
conduct pre- and post-tests of police and communi-
ty initiatives and measure for the displacement of
crime and disorder.

Operations Analysis 3

Crime mapping also is used to allocate resources,
conduct comparative workload analysis, design
more efficient schedules, and realign police bound-
aries. In doing so, officers are in a better position to
respond to calls for service and neighborhood con-
cerns in a more timely and effective manner.

State and local governments also can use crime
mapping to develop strategic plans. By using a wide
variety of geographically referenced information,
jurisdictions are looking at risk and protective fac-
tors, planning urban renewal projects, and sharing a
variety of data across social institutions (schools,
police, probation, social services, courts) in which
data sharing did not exist before the advent of GIS.

Producing maps that provide visual pictures and
reference points for understanding the scope and
nature of crime and criminals is the essence of
crime mapping. The old adage that a “picture is
worth a thousand words” holds true for command-
ers, line-level personnel, and citizens alike. Using
digital maps to display temporal and spatial crime
patterns, incorporating symbolization and color, and
underlaying an orthophoto adds new understanding
to the relationships otherwise not apparent between
crime, criminals, victims, targets, and other tempo- 5.
ral/spatial dimensions. The beauty of crime map-
ping and GIS is its flexibility. Massaging the data
and producing “what-if scenarios” makes this tool

Provide training to a dedicated staff to ensure the
crime analysis unit is capable of producing quali-
ty products for quick-turnaround requests and
regular demands of operational managers.

Develop geographic data that includes points,
lines, and polygons that represent geographic
locations, streets, alleys, bike paths, rivers, lakes,
parks, parcels, bars, banks, ATMs, crack houses,
sex offender residences, schools, etc. The base
map and its peripheral layers of data make up the
starting point for any crime mapping system.

Provide access to crime data that includes
offense, field contacts, traffic citations, accidents,
criminals, victims, and arrest information that
should normally be stored in the RMS. Costs
associated with the crime data are for gaining
access by downloading or building database
structures or making inquiries to filter data. An
agency can either download the data to a dedicat-
ed crime mapping database or establish connec-
tions to existing network databases. The ideal
method depends upon the department’s current
network and RMS configuration. The crime map-
ping staff should work closely with the jurisdic-
tion’s management information system (MIS)
department and CAD/RMS vender to determine
the most efficient way to gain access to the crime
data.

4. Provide access to imagery data, which includes

mug shots, crime scene photos, and floor plans
that can be stored as a layer and linked to geo-
graphic points. Again, access to this data depends
on the agency’s current configuration. Some of
these systems may be homegrown systems, pro-
prietary systems, or shared regional systems.
Access to each computer environment needs to be
assessed and solutions tailored to each case.

Develop crime maps, which include point symbol
maps and thematic maps as seen in the examples
in this chapter.

invaluable for decisionmaking and strategic modelingyjapping products that are provided in a timely and
regular manner allow for informed decisionmaking
and accountability. It is through the ongoing
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assessment of community problems and viable
strategies that agencies are improving their efficien- tronically, on paper, via e-mail, over the Web?
cy and effectiveness in preventing, suppressing, and

apprehending criminals, and, thus, improving cit- What Are the Common Problems

zens’ quality of life.

Questions To Assess Needs and
Configurations

» How will these results be disseminated? Elec-

and Pitfalls?

» Not having dedicated staff to handle the crime
mapping/analysis function.

Is your crime data available in a digital/computer * Not providing adequate training.

format?

Does your city or county have a GIS currently in

place?

Are there any other departments in your jurisdic- )

tion that are using or planning to use a GIS?

» Not investing in quality base maps.
» Not dealing with data integrity issues.
Not improving the IT systems that feed a GIS.

» Financial constraints.

How dynamic is your jurisdiction, geographically?. Not addressing the agency’s propensity for

That is, is your community growing at a fast rate

or has growth been stagnant?

How do you plan to use maps in the course of
your operations? Will maps be used to look for
patterns, conduct problem solving, allocate

resources, deploy troops, or dispatch officers?

Who will be expected to use the maps? Officers,

citizens, managers?

Who will produce the maps? Officers, analysts,
computer staff, clerical staff?

change.

* Not implementing a process to keep GIS data
current.

For more information about crime mapping and
analysis, visit the following sites on the Web: the
Crime Mapping Research Center, www.crmc.org;
the Crime Mapping and Analysis Program,
www.nlectc/nlectcrm/cmap.htm; and the International
Association of Crime Analysts, www.iaca.org.
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Chapter 6. Information
System Connectivity

Until now, you have been reviewing and making Local Area Network (I-AN)
decisions on application software that is specificalIyArch“ed.ure

written for the law enforcement world. Some of the
approaches are new, but for the most part, the con-a | AN s a collection of computers contained in

cepts have remained familiar. We are now at the pafhe geographic location and connected directly to

of the information technology project where the  he ransmission medium, such as cabling. A typical
comfort level for many law enforcement personnel ¢omnter network is composed of three functional

changesMegabytes? Gigabytes? What is an ether- segments: the servers, the users’ computers or work-

net LAN? Why are there so many different types of sy4tions and the LAN infrastructure or transmission
cables? medium.

You can relax. First, remember that if you are plan-gerver

ning a complex system, not only will the software

vendor assist you with hardware and connectivity 1he Server is a computer used as a repository for
requirements, so will the hardware vendors. If you information. Thus, it can be a single point of failure
have hired a network engineer, this person will alsofor an entire law enforcement agency. Therefore, it
have expertise in these areas. This chapter is writtdf Of utmost importance that the server be built to
for the nontechnical person and covers basic con- Maximize reliability. To that end, the following is
cepts and what your agency will need to evaluate ifeécommended:

the area of computer and networking requirements, Each server should have redundant internal power

supplies and should continue to operate even if a
power supply fails. The power supplies should be

_ “hot swappable” so that a failed power supply can
Computer networks allow computers to share infor- o replaced while the server is fully operational.
mation and resources such as printers, disk arrays,

backup tape systems, and e-mail, and to gain accesslhe disks should be “hot swappable” so that a
to other networks such as the Internet. The network failed disk can be replaced while the server is
can be as simple as a cable connecting two comput-fully operational.

ers or as complex as thousands of computers con-
nected together, like the Internet. The individual
systems must be connected through a pathway
called the transmission medium. All systems on the
pathway must follow a set of common communica-
tions rules for data to arrive at its intended destina-, The server should have remote management

tion and for the sending and receiving systems t0  c4napilities so that the support staff is informed

understand each other. The rules that govern com- ¢ taijyres and can take appropriate action from
puter communications are called protocols. a different location, if necessary.

Let's get started.

» The power to each server should be protected by
an uninterruptable power supply (UPS) and a
generator that should be capable of powering
the system if commercial power is lost.

Most organizations utilize “special” computers Server Safekeeping Procedures
called servers that are used to store information andapers should be kept in controlled or restricted

to manage printers and other common resources. 19e a5 with limited physical access. Resources that

a typical law enforcement agency, one server would, .o essential for the processing of sensitive data
be running software for a CAD system, and anotheg g resources essential to the accomplishment of
server would be running complementary software

for an RMS.
25
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organizational missions should be located in thesecabling has the ability to accommodate data rates up

controlled or restricted areas. The operational are&s 100 Mbps (megabytes per second).

of major computer installations, the server center,

and the backup data repository should be designaBne specific type of LAN, calledthernetjs cur-

ed restricted areas to which access is not permittaéntly the dominant networking technology. Its

unless specifically authorized or required for job continued success is due in large part to the num-

performance. ber of installations, its ability to handle growth
(scalability), ease of migration, low inherent cost,

Controlled and restricted areas should be protectedand minimal learning curve. A typical ethernet

by physical security and other means that are deemeable transmits 10 Mbps over the cabling. A fast

appropriate for the sensitivity or criticality of the ethernet transmits 100 Mbps over the cabling.

system. At a minimum, contract maintenance per-

sonnel and others not authorized for unrestricted Here are some basic rules and suggestions for

access but who are required to be in the controlledethernet or fast ethernet networks:

area, should be escorted by an authorized person in o _ )
the controlled area. * Since the cabling is so crucial to the operation of

the entire network and may require specialized
The disks, tapes, or other media used to record and equipment to troubleshoot problems, it is important

store sensitive software or data should be labeled, pro!® @Pide by the specifications of the particular type

tected, controlled, and secured when not in actual use ©f cable. If the specifications are not followed, the
network performance will not be reliable. The net-

work may begin performing erratically for no
apparent reason.

Workstations

Workstations are the end-user interfaces and are

usually a Pentiufabased PC (personal computer) * The maximum number of computers on a LAN
running a version of the Microsoft Windows operat- 1S 1,024.

ing system. Due to the fast-paced improvement of
PCs, any s_peuﬁc_atlons given .here W.OUId be outdat- however, for existing installations, Cat3 can be
ed by the time this document is published. However, d

some minimum specifications are a Pentium Il 450 sed.

MHz processor with 32 megabytes of RAM and a « The maximum recommended cable segment
3-gigabyte or larger hard drive. length is 100 meters.

The cabling should be Cat5 for future capability;

Infrastructure * Never use telephone wires for network wiring.

The infrastructure is the most technically complex ¢« When purchasing network interface cards (NICs),
component of a network. The infrastructure repre- purchase ones that are capable of handling 10
sents how the computers on a network are connectedllbps and 100 Mbps transmissions; they cost

to each other and to the server(s). It also represents about the same.

how the information itself is carried and manipulat- _

ed throughout the network. The cabling is know as * The network protocol of choice TCP/IP (trans-
thetransmission mediunThe information handling mission control protocol/Internet protocol), which

is done byactive devicessuch as routers, hubs, and is the basic communication language or protocol
switches. of the Internet and most networks.

Cabling For anynewfacilities, a structured cabling system
Cabling is the backbone of the network and carriesShOUId be designed and installed with Cat5 cabling.

the signals to all the systems connected. The cablidd'® design should meet the requirements of the
is in twisted pairs and is available in primarily two ectronics Industry Association/Telecommunication

rating levels: Category 3 (Cat3) and Category 5  Industry Association (EIA/TIAB68A Commercial
(Cat5). Cat5 has a higher data rate capacity. Cats Building Telecommunications Standa@abling
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outside a building must be electrically isolated, suclthe packets, more than one transmission can be made

as fiber optic cabling, or must be attached to com- over a cable at the same time. If the file is sent in

mercial services such as the telephone network or packets, the sending computer must specify the

cable TV network. Current state-of-the-art facilities number of packets and how to put them back togeth-

usually include a combination of copper and fiber er at the other end. The receiving computer has to

optic cables. acknowledge that it received every packet in order
and can assemble them correctly.

Each work area or office should have a minimum

of two information outlet ports, one for voice and The active devices used to manipulate the data over

one for data. Horizontal cabling (with a maximum the network include hubs, switches, routers, or

length of 100 meters) connects the information  combinations.

outlet to the centrally located communications ] ) ]

equipment room. Although the EIA/TIA standard  * Hubsare inexpensive devices that act as repeaters.

recognizes three media types for horizontal cabling, AS & result of the retransmission of data, they cre-
it is recommended that only Cat5 cabling be used ate congestion problems and are recommended for

for horizontal runs. According to the EIA/TIA 568A 10 or fewer users. Additionally, according to the
standard, horizontal cable runs are limited to 90 SO standard, only two hubs can be in the path of
meters; the remaining 10 meters are allowed for & data packet.

work area and telecommunications closet patch
and jumper cabledever use telephone patch
cords for network cabling. Telephone patch cords
may work as network cables, but they will deliver
erratic performance.

» Ethernet switcheare recommended for connecting
user workstations and servers. They forward pack-
ets only to the appropriate computer based on a
packet’s actual destination address and are known
as intelligent network devices. Thus, an ethernet
switch maximizes throughput by reducing traffic

The communications equipment room should house ¢ongestion. A network may have several switches.
network equipment, such as hubs, switches, and

patch panels, and will probably also contain other A small network (exhibit 6-1) would use the core
telecommunications equipment, such as telephone switch for the servers, PCs, and all other equip-
patch panels, uninterruptible power supplies, etc. ment. In a large network (exhibit 6-2), the core

It must have sufficient AC power available and switch handles information from the servers to
sufficient heating and cooling for the active smaller switches, called workgroup switches.
equipment. These workgroup switches, in turn, handle data to

PCs, printers, and other peripheral equipment.

Active Devices * Routersare devices that further reduce traffic con
Active devices handle and manipulate data as it trav- " v - u K i
gestion, but are expensive, complex to configure,

els across the cabling of a network. Before we explain ! . . X
what the active devices actually do, we must look at and typically mdgce dela_ys. They are primarily
the possible ways data can be transmitted over a used for connecting to wide area networks
network. For example, you are sending an incident (WAN).
report from your desktop to the RMS server. The file

Small Ethernet Network

may be transmitted all at once, in one “packet.” In )
this case, the file has a dedicated cable for transmis?* Small network is one that has 1 to 5 servers and

sion. If it is sent all at once, the sending computers fewer than 25 workstations, as shown in exhibit 6-1.
must receive an electronic confirmation that all of

the information has been received. Otherwise, it will ThiS network can be constructed with one or two
retransmit or repeat sending the file. ethernet/fast ethernet switches and structured

cabling. Recommendations:

The file may also be transmitted by breaking it down A fast ethernet switch should be used as the core
into smaller packets of information and sending it for the network.

with packets from unrelated files. By interspersing
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» Enterprise-wide servers should be connected to théMbps uplink to connect this switch with the server.
network via a 100 Mbps connection on the fast

ethernet switch.

» TCP/IP is the recommended protocol.

* The users should be connected to the network vi&gecurity concerns:

a 10 Mbps connection on an ethernet switch.
While the majority of the switches can be 10
Mbps, the switch needs to have at least one 100

EXHIBIT 6=1.SMALL ETHERNET NETWORK

» Without any form of perimeter security such as a
firewall,® this network should not be connected to
any other network either directly or indirectly.

Data Network for Small Organizations

CAD/RMS
Server

Enterprise Servers

Admin.
Server

3 A firewall is a device that connects two networks and has the ability to examine a data packet to determine source addtiessaddsess, and
the type of payload. It is capable of allowing the data to reach the destination network or blocking the data based es sstdgfined by the

security administrator.
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» Without additional authentication techniques
beyond user name and password, no dialup
modems or workstations with dialup modems
should be connected to this network.

Information on the servers should be backed
up regularly and the media should be stored in
a fireproof facility away from the communica-
tions equipment room in a secure, controlled
space.

Large Ethernet Networks

A large network is one that has a large number of
nodes or connections, such as more than 3 servers
and more than 100 PC workstations (exhibit 6-2).

ExXHIBIT 6-2. LARGE ETHERNET NETWORK

Technology in Law Enforcement

As features are added, the network quickly gets more
complicated.

» A fast ethernet switch router should be used as the
core for the network.

» Enterprise-wide servers should be connected to the
network via a 100 Mbps connection on the fast
ethernet switch.

The users should be connected to the network via a
10 Mbps connection on an ethernet switch. While
the majority of the switches can be 10 Mbps, the
switch needs to have at least one 100 Mpbs uplink
to connect this switch with the fast ethernet core
switch.

Data Network fo

r Small Organizations

Ente

A

rprise Servers

o ulal

CAD \
Server

Firewall

Workgroup
Switch

Workgroup
Switch

Workgroup
Switch

Swi
Server

Workstation Workstation Workst
Workstation Workstation

CAD Servel
(backup)

o= _

Core Switch

Workgroup

I /
RMS Server Mobile

Admin  Server
Server

Router
Workgroup
Switch

Workgroup
Switch

tch Switch

Workstation Workstation
Workstation

ation
Workgroup

Server
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How Do | Conneci‘ to Oi'her but remember that it is in business to make money,
Agencies‘-’ so proceed with caution.

There are many choices for interagency connectivitpirect Links
but to keep this document to a workable size the  |f the distance between sites is more than a few
scope will be limited to several of the most popular mjles and you need more capacity and security than
techniques: leasing dedicated links from the tele- g provided by a dial-up modem, you will need to
phone company, leasing cables from commercial contact a public communications carrier such as
ve_:ndors, usi_ng dial-up connections, the Internet, a%ur telephone company or a long distance provider
wireless options. to lease a point-to-point link. These are capable of
data rates exceeding those of dial-up modems and
If the distance between sites is less than a few milege more secure, since you know where both ends
you may be able to purchase a relatively inexpensigge located. Of course these direct links require
wireless link to connect. These short links may ~ more expensive hardware and the monthly cost of
require a Federal Communications Commission  the link is dependent on the distance and speed
(FCC) license for radio-based systems or may  desired. Next, we will discuss the more popular
require line-of-sight for infrared or optical-based  types of direct links.
systems. Of course, some of these systems do not
operate when something comes between the two  Asynchronous Transfer Mode (ATM)

sites, such as rain or birds, so check into these shogf\m is an international standard and is expected to
distance links thoroughly before you buy. become the dominant transport for all telecommuni-
cations carriers. It is the first technology that can
There is no simple solution because there are so deliver different types of traffic (such as voice,
many possible ways for longer distance communicasideo, and data) over a single digital transport mech-
tions. Some of the questions that need to be askedanism. ATM is connection oriented, and provides
are: How far away is the other agency? How often iguality of service (QOS) by guaranteeing certain
there a need to communicate with the other agencyraffic types higher priority than others when need-
How much data needs to be exchanged? How sec@. ATM also can handle scalable amounts of band-
does the link need to be? How much and what levelidth, as a result of its switching architecture,
of technical expertise is required for day-to-day mainyhich can support multimedia applications and net-
tenance and operation of the solution? Additionally, work growth for years to come. ATM has achieved

since you may have no control of the interface at worldwide acceptance and will have a tremendous
the other agency, you must determine what tech- impact on wide area networks.

nique they currently use for interconnecting. We'll
take a look at the possibilities for interconnecting Frame Relay

over distances. Frame relay provides a packet-switching data com-
munications capability that is used across the interface
DiuI-Up between user devices (for example, routers, bridges,

host machines) and network equipment (for exam-

S . ple, switching nodes). As an interface between user
communicating with another agency would be to and network equipment, Frame relay allows one site
use a PC that has a dial-up modem and dial into the quip ' y

agency's network. Of course, you will need permis—to communicate with many sites while requiring

. . only one interface to the network. Current frame
sion and probably a user ID and password. Since . S
relay standards address permanent virtual circuits
user IDs and passwords are not very secure, the

other agency may limit your access to only public (PVCs) that are administratively configured and

information. If this technique is not acceptable for managed in a frame relay network.

whatever reason, then you will have to sort through ) .
y g Integrated Services Digital Network (ISDN)

the many other possibilities. Your local telephone ISDN is simil dial-up i hat it i
company can assist you in making some decisions, Is similar to a dial-up fine, except that it is

Generally, the simplest and cheapest technique for
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digital. It is available in two configurations, the » Share product catalogs exclusively for those “in
basic rate interface (BRI) and the primary rate inter- the trade.”
face (PRI).

* Collaborate with other companies on joint devel-

The ISDN BRI service offers two 64k channels and °PMent efforts.

is meant to carry user data. Many systems are able jointly develop and use training programs with

to integrate the two channels to achieve an effective iher companies.

128 kbps. The cost is approximately $100 per

month. » Access services provided by one company to a
group of other companies, such as an online bank-

ISDN PRI service offers 23 64k channels yielding a ing application managed by one company on

total bit rate of 1.544 Mbps. The cost is approxi- behalf of affiliated banks.

mately $1,200 per month. . . .
y $1, P » Share news of common interest exclusively with

Internet Link partner companies.

The Internet is universally accessible to the public

and operates as a confederated network of networdVide Area Network

This technology was designed to provide a standard _

means of interconnecting networks so that any sys® WAN interconnects LANs. The WAN can be

tem could communicate with any other system. Iocz_:lted entirely in a local geographic region or may

However, the ability to communicate does not mearp® interconnected around the world. WANSs are char-

the Internet offers easy connectivity. Interfaces still @cterized as being more complex than LANs and the

need to be established to accommodate differencedeChnology is expensive. The choices for connec-

in application software. Also, data on the Internet tions for a WAN are diverse.

is sent as plain text, so sensitive data should be

encrypted before transmission. . . R
P Wireless Communications/

Intranet Link Connectivity

An intranet is a network that is contained within an Wireless users should be able to connect to all of

agency, designed around Internet technology. The the information to which they have access on the
agency usually has geographically distant locationsaggency’s LAN. Typically, the wireless data will

so the intranet is used as an inexpensive transport reach a tower and will be sent over telephone lines
for data. The main purpose of an intranet is to shargack to the agency. The agency will have a device
agency information and computing resources amon@at will sort the data and can route it on the LAN, if
employees. An intranet can also be used to facilitatgecessary. At that point, the wireless users will have

working in groups and for teleconferences. access to any of the resources available to them on
. the LAN. Therefore, if users on the agency’s LAN
Extranet Link can access RMS or NCIC, they will be able to

An extranet is a collaborative network that uses ~ 2CCess these as wireless users.

Internet technology to link businesses with their sup-

pliers, customers, or other businesses sharing comnigéer than being able to roam around without a wire
goals. It is typically closed to the public (a “closed connection, the major dn‘_ference in being a V\_/lreless
user group”), but is open to the selected partners. USEr VErsus a LAN user is the speed of the link. Data

running over a LAN such as an ethernet network is

typically 10,000 kbps, whereas the data running over

a wireless network is typically at a much lower rate.

» Exchange large volumes of data using electronic What does that mean? The data sent over the air-
data interchange (EDI), which is a standard for waves will seem very slow compared to the speeds
exchanging various types of business data. available on the LAN.

Companies can use an extranet to:
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We take an indepth look at different types of mobileébalance the “risks” versus the “cost” of protecting. It

data communication in the next chapter. also helps stimulate thinking about the likelihood that
a security event will occur and the damage that will
result if it does occur.

What Type of System

Security Measures Do | What are some of thg possible ogtcomes if a law
Need-, enforcement system is compromised?

* Undercover officers and informants can be

How important is information security to a law exposed and placed in danger,

enforcement agency? To show the importance, let's

examine a simple example. Suppose an agency has Confidential information can be disclosed without

incriminating information about a case on its RMS.  authorization and the agency can be vulnerable to
And suppose the suspect is facing possibly spendingawsuits.

20 years in jail. How much would it be worth for
the suspect to have this information destroyed or ¢ Data can be altered or expunged.
altered? Possibly a few thousand dollars? Or mayb.e
a few hundred thousand dollars? He can hire an

entire team of hackers for a few hundred thousan

dollars. System security should be of utmost impor+ The agency could suffer a loss in reputation.
tance to a law enforcement agency.

The system could be inoperable for an extended
d period of time.

» The ability to prosecute offenses could be placed

WARNING: If an information system is connected ~ at risk.

to other systems or networks, the information system

is at risk. No matter how good a password scheme What are some of the threats?
may be, the system is at risk if it is connected to
other systems. To borrow an adage, the security of

your system is only as strong as its weakest link. . \jrus attacks, including Trojan horses and

electronic “bombs.”
The following are suggestions that can help an agency

steer clear of a few blatant security problems: * Insider sabotage.

e Qutside intruders, hackers, and criminals.

* A law enforcement network should not be con-  \what needs to be protected?
nected to any external network, either directly
or indirectly, without some form of perimeter » Agency personnel.

security such as a firewall.
» Agency data.

» No dial-up modems or workstations with dialup
modems should be connected to a network witholt"™
additional authentication techniques beyond login, Agency reputation.
name and password.

gency assets such as workstations and servers.

« Servers should be backed up regularly and the ©Once the risk assessment has been performed, how

media should be stored in a fireproof, secure, corf:an the assets be protected? Security control should

trolled facility away from the computer room. prohibit a potential threat or at least limit the impact
associated with a threat. Such security falls into

If a law enforcement agency must connect its systerHﬂIree categories: physical controls (previously dis-

to other networks, it needs a full security system Thgussed restricted or controlled areas), administrative

first step in building a successful security system is tgontrols, and technical controls.
perform a risk assessment. The risk assessment helps
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Administrative Security Controls Internet
Internal systems should be protected from the

Internet with a firewall. The access rules should be
set up such that users on the internal network can
access anything on the Internet. Valid users attempt-
ing to access an internal computer from the Internet
should have to pass through the firewall and should
* Unacceptable use. be required to use additional authentication tech-

) ) niques, such as dynamic passwords. All other access
* Access levels of user accounts, including remote f.om the Internet should be denied

access.

Based on the risk assessment, the agency should
develop a set of written and accepted security
policies and procedures that address:

» Acceptable use.

« New employee check-in. There are many techniques for encrypting informa-
tion to be sent over any open network. However,

» Exiting employee check-out. the best technique is to create a VPN using the two
firewalls.

* How data backups are handled.

« How operating system security updates are Extranet

installed. An extranet is typically behind a firewall, just as

an intranet usually is, and closed to the public (a

+ Incident handling procedures. “closed user group”), but unlike a pure intranet, it is

open to the selected partners. Encryption/decryption
via a VPN is an important part in the creation of an
extranet.

 Disaster recovery plans.

Technical Security Controls

The internal network should be protected by a fire- Wireless

wall and network access should be monitored. Anyone with a radio can receive wireless data since
Sensitive data should be encrypted before it is tran#-is broadcast over the air. Therefore, the only way
mitted over an open network. Additional levels of to secure wireless data is to encrypt it. Cellular digi-
authentication should be required for systems that tal packet data (CDPD) systems have encryption
contain sensitive information. External Web serversbuilt in, and the other wireless systems have that
should be outside the firewall. For example, if youoption, but it may not be included in the price quot-
agency has a Web site that is accessible by the ed in a proposal. Therefore, each wireless system
public, the Web server would need to be outside will need to be examined to determine which sys-
the firewall. tems are utilizing encryption to protect your data.

Intranet We have tried to keep the discussion as nontechnical
As mentioned previously, an intranet is designed as possible so you will be better able to understand
around Internet technology but is contained within what is “behind the curtain” in the computer room.
a company, agency, or other enterprise. Since the As we stated at the beginning of this chapter, you
information that resides on an Intranet is usually ~ will have help from the software and hardware ven-
confidential or at least sensitive, the data is encryptdors as to the requirements for your network, and
ed before being placed on the Intranet. When (for a fee) they can usually help with the physical
received at the remote end, the data is decrypted, installation.

thus creating a virtual private network (VPN).

Typically, a VPN can be set up between two fire-

walls of the same manufacturer and will appear

to be invisible to the users. Access to an intranet

should be open for all users within the company

or agency.
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Chapter 7. Mobile Data
Communications

Overview obt_aining an FCC_ Iicenseq radio spectrum. Agencies
typically select private radio because most commer-
Mobile data systems installed in police vehicles carcial services cannot satisfy their needs for coverage
increase the effectiveness of the officers by provid-and convenience. Cost is the biggest drawback to
ing timely access to information regarding outstandprivate radio since the agency purchases the entire
ing warrants and other significant facts. Mobile datanfrastructure. The agency absorbs the entire cost of
can reduce the burden on the dispatch staff and fregonstructing the system, which can be millions of
up valuable voice communications resources by dollars. Coverage for private radio is limited prima-
reducing the number of routine inquires generated rily due to build-out costs. To make private radio
by officers in the field. The implementation ofa ~ economically feasible, users typically must be con-
mobile data system requires extensive effort by all centrated in a relatively small area.
parties involved.
Private radio systems can be constructed utilizing
Mobile data communications systems have relativeB00 MHz trunking radios or the standard 150 MHz
low data transfer rates compared to those of a LANjadio frequencies (RF). It is highly recommended
thus, without a breakthrough in technology, many ofhat an agency utilize different channels for voice
the features of the agency’s information system areand data communications, so two complete systems
unavailable to the mobile user. For example, some are required. Over the years many agencies have
mug shots require 8 minutes to transmit, which is moved their voice communications to 800 MHz
too long for a typical traffic stop. Therefore, much trunking and are no longer using certain RF chan-
consideration must be given to what is transmitted nels. These RF channels can be used for mobile data
and what can be loaded on the local mobile computeommunications. However, some RF systems are not
capable of data transfer rates at 9600 Baud or above,
All mobile data communications systems require thgo be sure to check with a vendor to determine the
same basic infrastructure. This includes radio tow- maximum data rates that are available.
ers, base stations, base station links, radio network
controllers, message switches, radios, and modem&£ommercial Systems
All of the systems can be tied in to the public tele-
phone system, so communications with other agen
cies is, theoretically, easy. However, the cost of

Wireless telephone companies offer commercial
services such as the circuit-switched cellular and
) : AN T packet radio systems. By utilizing a commercial
obtaining this type of communications is high. system, an agency is able to obtain mobile data

Security of messages can typicglly _be ensured bY communications by paying a monthly fee for service
encrypting them, but discuss this with a prospective

q ; q ttoctod and purchasing the vehicle-related equipment.
vendor, as cosis and coverage areas are atiected. 1y, ever, these systems are shared systems and the
Of the radio systems available, there are essentiall

three t ¢ bile dat cations: a t d%tgency has little control over important decisions
ree types for mobiie data communications. a trady,, -, 45 capacity planning and prioritization. There

gsgtaelrr?s“vgtheo;i?éz fgztﬁ;nr]?ggt;vgr?&rr?iecgiln are also concerns in the public safety community
services'involves three principal decision factors: that shared services may not be available during a
: " disaster because of the increased demand due to

coverage, capacity, and cost. influx of the news media and the issue that public

. . safety has no specifically designated priority. The
Private Radio Systems two rzost comm%n comr%ercia?systerr?s areycircuit-
Private radio provides a customized radio network Switched cellular systems and packet radio systems.
that can be constructed for specific private use after
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Circuit-Switched Cellular Systems being sent out. This type of operation permits the base
Many wireless telephone companies offer circuit-  station's modem to receive packets interspersed from
switched systems. These systems can transmit a camany users and to correctly reassemble the many dif-
tinuous stream of data using the standard analog orferent messages. Implementation costs can be higher
digital voice cellular channels. Modems are added tdecause packet radio requires either modification to
convert data for transmission over the standard voicexisting cellular systems or build-out of a new infra-
channel. Circuit-switched systems provide the greatstructure. Coverage is usually limited to metropolitan
est capacity of any of the existing cellular systems areas only, which can be a major drawback for exten-
because data can be transmitted at a greater rate. Tine systems. In general, packet radio is best used for
primary drawback to these systems is cost. Since détaquent person-to-person data communication such
is transmitted over the analog voice channels, cellulas e-mail or route management services.

carriers typically charge comparable rates to voice

service (monthly charge plus a per-minute usage

rate). Circuit-switched systems are best used for Iarﬁquipmenl' Componen‘l‘s

file transfer, faxes, and Internet access. _ _
One of the major components of a mobile data system

Due to the all-digital nature of PCS (personal com- IS the infrastructure required to support theffoF

munication service), data connectivity could be less ti0N Of the system. This infrastructure 'nCIU?ES the
complicated. Some PCS telephones have a built-in radio repeaters, antenn_as, mo_dems,_ nehwo _
modem that permits a direct connection of a compuffCllers, and other associated site equipment. This

er to the cellular handset with just an interface cabléfdUiPment is used to receive, transmit, and control the
RF portion of the system and to provide an interface

from RF to data. Whether a system is traditional pri-
yate radio, circuit-switched cellular, or packet radio,
ﬁ1e infrastructure building blocks are very similar.

Packet Radio Systems
Packet radio systems break the data stream into sm
er packets for transmission over wireless channels.

As a result, a large number of users can share a givenh h | ‘ _
network by interlacing the paCketS of dawith The necessary ardware elements for data communi-

packet-switched networks, packet transmissions are cations over a mobile link are shown in exhibits 7-1
generally conducted in bursts and are not constantlyand 7-2.

ExHIBIT 7-1. HARDWARE FOR A MOBILE DATA NETWORK

Agency
Network and
Database

Radio
Network Mseviﬁiﬂe

Controller

National
Criminal
Database

4 Packet-switched vs. Circuit-switchekell South, 1997.
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ExHIBIT 7-2.VEHICLE HARDWARE FOR A » Physical measurements.

MoBIiLE DATA NETWORK — System coverage.

— Data capacities.

— Environment (indoor/outdoor, high/low
temperatures, day/night).

e System considerations.
— Specifics of the existing infrastructure.
— Expected growth.

— Types of data being communicated, now and
in the future.

— Interfaces required to connect to other systems.

By utiIizing a commercial wireless provider, the user — Problems experienced with the current system.
needs to be concerned with only coverage, capacity,

usage fees, and disaster planning, but not the cost of”
building the infrastructure. The commercial provider
should be able to produce a coverage map indicating- Determination of procedures that need to
which areas are accessible and the expected trans- be changed to efficiently operate with the
mission rates. new system.

Determination of procedures that are
dependent on the system.

Exhibit 7—2 displays the equipment necessary to ~ Type of security required.

equip a vehicle for mobile data communication. The — Transmission of messages in plain text versus
choice of cellular telephone or radio depends on the encrypted.

choice of transmission systems. A private radio sys-

tem and packet radio system would require a radio; Physical Measurements

whereas, a circuit-switched system requires a ceIIuIaéys,[em Coverage

telephone. For either system, the receiver/transmitte[Existing radio system coverage should be mapped
must have the ability to accept an interface from a against the geographical considerations of the

personal computer such as a modem. The type of agency. Coverage measurements should include the
modem used will depend upon the choice of comput-

dthe t o " if a standard lapt equired range of signal strengths. Lapses in the cur-
erand the fransmission system. If a standard 1aptop o ¢ system coverage may or may not be considered
computer is used, it should have at least one type Il

i to be significant to overall agency operations. For
PCMCIA card slot. Th? manu_facturer or a third partyinstance, coverage may not be required in the middle
should be able to provide an interface cable.

of a large lake. Any lapses in coverage that affect
agency operations should be reflected in user inter-

Technical A t views or during the measurement process and taken
echnica ssessmen into consideration when designing a hew system.

Before approaching a commercial system provider

or a private network vendor, the working group ~ Coverage prediction software can be used to help
should determine the present_day needs and expe(ﬁgl.ect site locations and |dent|fy potential areas of
tions and should attempt to predict the future needdnsufficient coverage. Remote sites may be colocated
and desires. They should perform a detailed analysf4th existing public safety communications sites, and
of other radio and mobile systems to help guide thdhe need to duplicate building, power, and telecom-
expectations. The detailed analysis should include; Munication assets will be minimized.
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Data Capacities at one of the public safety dispatch facilities, and
Perform an analysis of the potential loading of the communication with the remote sites can be made by
system. The factors that should be included are (1)microwave or leased wireline. The system controller
peak number of active users, (2) number of inboundevice should also be capable of performing some
and outbound messages per hour per terminal, (3) network functions and data conversions. Data from
size of the messages, (4) turn-on times for base anithe controller device will flow to a message switch
mobile stations, (5) potential system delays, and (6Jor distribution to the various users.

coverage reliability. Users of the system need to be

aware that large files such as mug shots or finger- Analytical Models

prints will require large amounts of system resource ased on svstem traffic loading and coverage. mod-
If this type of usage is anticipated, it must be clearl | Syste 9 g¢,
Is and simulations could be developed to more

stated in the RFP. The percentage a channel is actu- letely def t svst ¢
ally in use for specific periods during the day is completely define current system periormance.

important to understand user needs. For inStance’lzse?:st?\?ISC;Z?)n rt;e #iiﬁ?]fggr::g?ic:r\estesigrr:gire
a “spike” in usage around 7:30 a.m. due to roll call ’ grap y

may mark an operational consideration. Also, the very helpful in displaying data graphically. GIS

percentage of calls blocked due to channel congesgata can include both analytical results and physical

tion could help justify the need for additional chan- measurements.
nels. The vendor selected to construct the system

may also perform a similar survey of the data load-
ing, and the results can be compared. Additionally, In a wireless environment, there are many factors
the data being transmitted via radio should use sonigat can affect how well a mobile data system will
method of encryption so that unauthorized personswork. Unlike a fixed network environment in which

Factors Affecting Performance

cannot easily intercept the data. external influences can be minimized, wireless
networks have far more variables that can reduce
System Considerations performance.

The mobile data system selected should consist of
multiple remote sites. All transmitters used at the
remote sites should be capable of continuous oper
tion with sufficient power output. The transmitters
should be able to provide full-power output in a ver
short time, usually 10 milliseconds or less, and be
able to withstand frequent on-and-off switching
cycles. Receivers at the remote sites should be

Stationary

4n a motionless situation, the two most prevalent
factors that can affect data transmission are short-
)}erm fading and multipath. Fading is the result of
signal variations caused by terrain, buildings, and
path loss if the transceiver is out of range of a base
station. Multipath is caused by reception of multiple

designed specifically for data reception and should COPi€s of the same signal arriving at different levels
be capable of measuring and reporting incoming sig?’ imes and is common in either a stationary or

nal strength. Ideally, the system should be configurédy"a@mic environment. Multipath and fading con-
so that the loss of one of the remote sites will not tribute to errors in digital data communications that

prevent the remainder of the system from operating'€SUlt in reduced performance.

Mobile radios used in the system should be designdaynamic

for data service and should be easily interfaced to a//N€N @ transceiver is in motion, many factors can

modem. A single system controller device should degrade performance. In addition to the static prob-

keep track of activity on the system and provide corf€MS encountered in signal propagation, the dynamic
trol of the remote sites. The controller device can ugdVironment s influenced by:

cellular, trunking, or frequency reuse technology, bul gaqing from nearby structures, both moving and
should be capable of dynamically reassigning systemsyaq.

assets to make maximum use of the remote sites.

Normally, the system controller device will be located Signal variations due to terrain.



A Guide for Applying Information Technology in Law Enforcement

» Coverage problems in fringe areas. End-User Queries

 Radio frequency interference from other sources.The success of mobile computing depends on it
meeting the needs of the end users. The end-user

* Path loss from foliage. community should have been defined during the
technical assessment. Results of interviews with end
Other users should be taken into consideration when defin-

Factors outside the RF environment that can degragg) the future needs of an agency.
mobile data performance include problems that can

occur within the network itself. Some examples arepg technology advances, the equipment for mobile
ata communications can transmit or receive a greater
mount of data than possible just a few years ago.

However, choosing the best alternative for the type

» Packet delays or drops. of system your agency needs depends on cost, cov-

erage, and expected use. Taking the time to explore

* Congestion from large numbers of users or other || gptions is key to choosing a mobile data commu-

network delays. nications system.

» Data resends due to misconnection of the sendin
and receiving units.
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Chapter 8. Request for Proposal
Development and System Selection

Your procurement objective should be to hold a fairthe vendor pool. In order to maximize the number of

competition, making sure that the process results iresponses to your RFP, you might want to consider

the selection of the best vendor without protests one of a few different methods to let your vendors

from the unsuccessful bidders. This chapter discus&now your intentions and ask for their opinions.

es the development and issuance of an RFP and syendor feedback will be critical when you start to

tem selection, steps 10 and 11 from the project plawrite your RFP. One more very important point:

introduced in chapter 2. If you do not select a winner after evaluating all
responses, it is almost impossible to get vendors to

You will need to assemble a team to develop and rebid on a modified RFP. In this situation, vendors

evaluate an RFP. This team most likely will be will believe you do not know what you want and this

formed from members of the working group you  situation might continue through the implementation

established to review your agency’s processes. phase, an environment that can be risky for all parties.

Again, you will need one person to be in charge

of the project, so it is best to establish a project  Structure

manager for the RFP development, evaluation, and

. . Most RFPs are organized into the following major
implementation.

sections:

1. A cover letter.

RFP Development

Acquisition of a system can be achieved with o _
minimized risk through the development of an RFP3- Proposal preparation instructions (PPI), evalua-

2. An introduction and summary section.

document that will tell potential vendors: tion criteria, and vendor qualifications section.
* Your objectives and current conditions. 4. A Statement of Work (SOW) section.

« What you want to buy. 5. A system specifications section.

« How you want to buy it. 6. Amplifying appendixes.

« How you want vendors to structure their proposals’- A sample contract.

* How you will evaluate their responses. There are no set formats to an RFP. Some agencies
have refined their RFP processes and have a format
Local government policies permitting, an RFP can that everyone uses. The important thing is to have
take on any form you like as long as it is easy to all the necessary content and to put it in a logical
follow. Before we proceed to the details of an RFP, order. With the advent of the Internet, some agencies
there are a couple of important points that can maxivave been publishing their RFPs on the Internet so
mize your success. If you are buying a complex that vendors can read and respond. Also, some
system, it will cost each of your vendors time and organizations have developed a service to publish
money to develop a proposal. It is therefore incum-RFPs and notify subscribing vendors of RFP publi-
bent upon you to develop an understandable docu-cation. You can use these sources to study RFP
ment. Each vendor will review your RFP and eitherconstruction and content for system purchases that
formally or informally go through a “bid/no bid”  are similar. Keep in mind, there is no free lunch; you
decision based upon their probability of capturing should review someone else’s work very carefully
the job. The more complex the system, the smaller before adopting it as your own. A good Web site to

a1
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visit for sample RFPs and similar documents is  scoringbased upon cost factors generally yields the

www.search.org. most successful purchase of a complex IT system. In
many cases, the same people who evaluate the tech-
Cover Letter nology and management approaches do not do the

The cover letter usually introduces the project, sumevaluation of cost. Therefore, it is common practice to
marizes the intent of the effort, and informs prospedave the vendor’s cost volume bound separately. A
tive bidders of important dates and responsibilities.typical PPI can address any and all of the following
The head of the agency typically signs this letter. topics:

» The maximum number of pages each volume may

Introduction .
contain.

The introduction usually includes:

» Page layouts, including line spacing, font sizes,

» A description of the project objectives. .
and margins.

* Due date for the proposal (usually 45 to 60 days |

after the REP release date). Templates for costing summaries and specification

requirement matrixes.

» The environment in which the system will operate. L ,
* Organization of the vendors’ responses.

» System sizing parameters such as message

» Compliance statements or forms.
volumes or number of records to store.

« Critical interfaces.  Financial statements.

» Conversion of legacy records from older applica- * Qualifications of key personnel.

tion software systems. , . .
y You probably will not know everything to include.

* End-to-end system response goals. For example, the purchasing department may require
o o _ _ compliance statements regarding indemnifying
* Jurisdictional demographics, including predicted insyrance and completion bonds. This is where you
growth (if necessary). turn to your newfound friend in purchasing and ask
« Implementation timelines. that he or she supply you with this information.
The best way to ensure the vendor responds to your

Proposal Preparation Instructions RFP with information you want to evaluate is to
This section tells vendors how their responses are to Y

be organized. It is important that all respondents F:b“s: t:e ?yﬁth?dcﬁu;vmeu:;ﬁ ae,:{g;uiﬁﬁggz B
organize their responses in a like manner. When the Sblf;_ hsn Slth 1S i © » RIIJZP I ' ny
time comes to evaluate these responses, this is yourp ublishing these critena in your » you aiso ca
only way to compare “apples with apples.” The mostm'tIgate the p“’b'e.m .Of award protests by losing .
common types of responses are usually broken dow\r/]Z?edoorﬁ.eTgizelicrtlttirelzaa?ri uﬁtugglzvn?a:ft#apt (\)/\];ilrlnk?igor
into three parts: What the vendor will do (Technical categories N u €9 )
Volume), how the vendor will manage the work aSS|gne_d to e_ach category. Some sample evaluation
(Management Volume), and what it will cost (Cost categories might be:

\Volume). \_/\(her_1 a ml_JnicipaIity buys an easily defined project understanding.

and specified item like a street or sidewalk, the

municipality can easily control the risk of failure * Design risk.

and, therefore, make the job award based on cost. Th
same usually is not true for complex purchases such
as IT systems. In these cases technological approadh gxperience and qualifications.

and management expertise usually are more impor-

tant to mitigate risk. Evaluating the technology and ¢ Vendor plans such as implementation, testing,
management volumes first, and then modifying or cutover.

?/Ianagement methodology.
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» Project cost, financial risk, or cost realism. of information. The notes you have made to accom-
pany the maps can be the starting point of the writ-
For example, if you assign the project cost as 10 ten specifications. These specifications should be
percent of the evaluation grade, the vendor can infeyritten to include the level of detail recommended
that cost is not the driver in your purchase, but it can chapters 4 and 5.
be a decisionmaker for two competing and equal
proposals. One important point to remember is the specifications
never state how many things you want, only what the
If this task sounds overwhelming, take heart. In ongpieces must do. Unless it is a requirement, do not
form or another, the PPI has been prepared thou- specify products by brand name. You will find that as
sands of times before and you can use someone You edit this section you will be removing these types
else’s example as a starting point. A checklist of  of statements. Six simple instructions for developing
possible items for inclusion in the PPl is included requirements are that they shéuld

in the appendix.
' ppendix * Only specify external system behavior.

Statement of Work « Specify constraints on the implementation.
This is the section in which you tell prospective ven-

dors what you want them to do and where they ~ * Be easy to change.
derive the cost. To successfully implement your
project, not only will you be buying delivered and

installed pieces of hardware and software, you alsa, Record forethought about the life cycle of the

» Serve as a reference tool for system maintainers.

* Vendor project management.  Characterize acceptable responses to undesired
e System spare parts. events.
» System acceptance testing. When purchasing a complex system it is easier

_ _ to manage and describe your requirements if you
* System maintenance and warranties. break your system down into a set of subsystems

and then detail the requirements for each subsys-
tem and how each subsystem interfaces with other
« Documentation. subsystems. For example, if you were buying a
mobile data computer (MDC) system for police

This is the section in which you detail how you will cruisers, you might break it down into an in-auto
manage the vendor to mitigate risk. For example, Subsystem, an in-station message switch subsys-
you will require the vendor to supply and maintain tem, and a dispatch display subsystem. You would
project schedules and plans, as well as participate fien detail the specifications for each subsystem
periodic formal reviews of progress made. This is and its interface requirements with other subsys-
the most important section in your document, and tems or existing outside systems. When writing the
if carefully thought through, one of the easiest to  Specifications, try to be as complete as necessary
write. It is important to note that this is the only but avoid the level of detail that would result in

place you can detail how you control your vendor(spnly one product meeting the need. When you get

* Training.

and your project implementation. involved with the evaluation of various technologies,
vendors will be quick to offer product descriptions
System Specifications with specifications for these products. Understand

The bad news is that system specifications can be that & vendor's specifications may be written to
difficult to write; the good news is that you've done drive you toward its product.
most of the work with your as-is and to-be maps.

You can use the to-be maps to show the overall ﬂO‘S K.L. Heninger,Specifying Software Requirements for Complex
Systems]980.
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You will also need to provide vendors with the ware will need to be written. The evaluation process
response criteria to ensure a consistent response is made easier with this level of detail in the response.
method and fair evaluation. The following example This type of response provides you with a clear pic-
instructs vendors to indicate at what level their produre of what you are getting for your money and

ucts will meet each specification. Specifically, it helps you to understand where additional money
requires vendors to state whether proposed softwaraight need to be spent to get exactly the system

is part of the standard package or if customized softou want.

This section contains response documents that must be completed and submitted with the proposal.
Failure to complete and return these sections of the RFP will be a basis for disqualification. These
sections are to be returned on the original form provided. In no case shall requirements be retyped or
altered in any way from those provided within. The RFP will not be provided electronically.

Each item in these sections must be marked with one of the following “status codes”:
[A] Requirement is included and may be demonstrated in the proposed software package.

[B] Requirement will be provided by proposed modifications to the base software package in the
price proposed.

[C] Requirement will be provided by a standard option. The cost of these options must be provided
in the cost section of the proposal, with reference to the RFP section and function.

[D] Requirement will be provided by new custom software programming. The cost of the
modification must be provided in the cost section of the proposal, with reference to the RFP
section and function.

[E] Requirement not being proposed.

In the event that additional information is to be provided to further describe the method in which the

proposed system meets the specific requirement, a plus (+) must be entered to the left of the status code
box on the response form, sub as +[B].

A proposal section that addresses each requirement identified with a plus (+) must be included follow-

ing the response forms. Each requirement being addressed must be identified by RFP section number
and function. Those items marked with and asterisk to the right of the status code box ([ ]*) are manda-
tory requirements.

The vendors will use the response criteria to respond to each item of the specifications. An example of
specifications follows:

Respond to Calls for Service
[1 The system should create an event record when a call comes into the agency.

[T The system should automatically insert automatic number identification/automatic location
identification (ANI/ALI) information into the event record.

[T ANI/ALI display information should be formatted identically to and contain all information
provided by the telephone company.

[1 ANI/ALI information should include zone service providers for fire, EMS, and police.
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The system should automatically insert administrative line caller identification information into
the event record.

The system should be able to process multiple dispatch configurations, single agency, multiple
departments (fire, EMS), or multiple jurisdictions.

The system should allow entry of sets of questions to provide the dispatcher with online questions
to ask of the caller, based on the type of incident.

The system should be configurable to allow multiple offense code tables based on agency
or jurisdiction.

The system should provide the capability to select event type from a list and automatically insert
the selection into the field.

The dispatcher should be able to select calls by priority, time, or specific call.

The dispatcher should be able to suspend one call to take another of higher priority.
The dispatcher should have the ability to queue calls.

The system should clearly indicate an in-process call.

The event should be able to be transferred to another call taker for completion at any time during
the entry process.

The system should automatically route the event to the dispatcher responsible for the location
entered.

The dispatcher should be able to interrupt and suspend an event that is being entered in order to
service an event, which has a higher urgency.

If an event is entered which is later determined to be a duplicate of another event, the dispatcher
should be able to cancel the event and have it permanently cross-referenced by the primary event.

Each event record should be logged based on a unigue system-assigned event number based on
agency or jurisdiction.

When the responding officer requests an incident number, the system should assign a unique case
number based on the agency’s numbering scheme.

Event records should not be required to have a corresponding case humber.

The dispatcher should have the capability to verify and correct, if necessary, the caller name,
phone number, and address captured by E911 while preserving the E911 information.

Data included for an event record should be the caller information, address of event, event code,
officer assigned, and dates and times of call.

Call priority levels should be configurable within the system based on the agency’s policy.
Incoming calls should be automatically prioritized for dispatch based on the type of call.
The dispatcher should have the capability to override the priority level set by the system.

The system should provide automatic capture of time of call, time of dispatch, time of arrival, and
time of departure and/or a configurable method for times to be collected.

The dispatcher should be able to supplement, modify, and cancel incidents after entry into the
CAD system.

An automatic search of names, addresses, driver’s licenses, or vehicle licenses should be
performed when entered into the system.

a5



46

A Guide for Applying Information Technology in Law Enforcement

[1 The system should provide the capability to associate “Alert” data to a name or an address for
hazardous materials, Be On the Lookout (BOLO), warrants, missing persons, medical alerts,
vacant houses, residential and business burglar alarms, pistol permits, and orders of
protection/restraining orders.

[T The system should automatically check for and be able to display “Alert” data based on the
name/address search of the RMS for hazardous materials, BOLO, warrants, missing persons,
medical alerts, vacant houses, residential and business burglar alarms, pistol permits, and orders
of protection/restraining orders.

[T The system should allow multiple “Alert” records to be entered for a single location.

[T The system should include a geographic file for address verification and event mapping.

[1 The system should identify nearest cross streets, streets on either side of an address, and the
jurisdiction.

[T The system should be able to display a map of events associated to a name and address (or within
a two-block area) within a defined period of time.

[T The system should be able to display geographical zone maps indicating call-for-service locations
and identify police units.

[T The system should allow assignment of location types, e.g., residential, business, government,
etc.

[T The system should provide alerts for officers on duty who have not checked in in a defined time
period.

[T The system should support to-do lists for officer tasks such as address checks, and should provide
automatic time stamping when an officer indicates a task is performed.

[T The system should support standard dispatch as well as call-taker dispatch configurations.
[T The system should provide accountability for on-duty personnel.

[T The system should allow for the entry of calls that have been previously handled but not yet
entered into the system, due to conditions such as system unavailability.

The system specification could include additional « Acronym definitions.

sections for all external agencies that would use the ]

systems being proposed. Therefore, it is imperative® APPlicable floor plans of affected areas.

to understand these agencies’ systems, especially the

current operating environment, the communicationsAfter your draft RFP has been modified, edited by

operations, and the average daily volume of calls. the stakeholders, and approved for release, it's time
to pull out your list of qualified vendors and send

In summary, organize this section with care and, ~YOUr RFP out. This concludes what is called the

where possible, include diagrams and design draw-Préproposal phase of your project.
ings to amplify your written statements.

Appendixes RFP Release

The last section is typically a set of appendixes thaty,, should mail your RFP to a particular person
provide amplifying information. Items in this section,ithin a vendor’s organization and follow up with a

can include: telephone call to confirm receipt. Recently, some
agencies have been publishing their RFPs on the
Internet to increase exposure. The good news with
» Template tables and forms. this method is that you will have much exposure;

» A sample contract.
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the bad news is that you will not have a clue as tointo the conference with prepared answers. Some
who is going to bid unless you have prospective agencies place a statement in their RFP cover letter
vendors register their intentions. Unless your pro- allowing for this occurrence.

curement is extremely complex, a typical schedule

would be: Bidders’ Conference

1. RFP release. After the RFP has been received and reviewed by
the vendors, the next step is to hold a bidders’

2. Bidders’ conference 1 week after the RFP is  conference. Depending upon the complexity of the

received by the vendors. project, you can decide to make this optional or

3. Written Q&A for an additional 2 weeks. _mandatory.. As an example, if the new system has to
interface with other existing systems and there are

physical placement issues, you might want to make

this mandatory. However, if the purchased item is a

software upgrade, it may not be necessary to make

the conference mandatory.

Once you release the RFP, expect the vendors to
have questions. You will need to plan the way in
which you respond to the questions. At a minimum
you will want to establish a single point of contact
within your agency to handle the questions-and-
answers process. You will also want to conduct a
bidders’ conference. Both are discussed below.

The purpose of this conference is to describe the
system you need, allow the vendors to ask questions
about your RFP, and provide facility tours, if neces-
sary. Providing a verbal description of your needs at
the conference may seem repetitive of your RFP, but
The vendors should never be allowed to talk to anythe face-to-face meeting will add information and help
one other than the established point of contact withelarify your written document. Try to have the whole
in your agency. Whatever information is given to  presentation made by the program manager, but have
one vendor must be given to all other participating everyone who contributed to the RFP in attendance to
vendors in writing. You should accept written ques- help with the answers to questions. Ensure that you
tions from vendors for a defined period of time, andmake an audio recording of the entire proceedings.
the questions and the responses should be sent to all

prospective vendors in writing. If the playing field isYou should not feel that every question posed at the
not maintained level during this phase, the whole bidders’ conference must be answered on the spot.
competition may be at risk. Your whole team shouldHowever, within a week after the conference, pro-
understand this point and the vendors must under-vide written answers to all questions to all prospec-
stand that they can be eliminated from the competitive vendors. At the conclusion of the conference
tion for violating this rule. have each vendor identify a single point of contact
as the recipient of written responses.

Questions and Answers

You will have to get guidance from your procure-
ment attorney about how you publish the questions .
and answers. Some agencies state in their answer:Pl‘OpOSGI Evaluation

which bidder asked a question; some do not. If your _ . ,
policy is to state which vendor asked a question anBuring the period that follows the Q&A/bidders

the vendor pool knows this, certain vendors will notconference and the receipt of the proposals, you
ask questions during the bidders’ conference (see should spend your time preparing for the evaluation
below). Knowledge of which vendor asks a questioR' the proposals.

can be as valuable to competitive vendors as the _ - o
question itself is. In order to hold a fair competition and minimize the

risk of protests, prepare an evaluation process in
Make sure to keep good records of all questions anfffiting and then follow it. Typically, your RFP has
answers as well as to whom you sent responses. detailed the criteria you will use to evaluate bids.
Note: You may receive written questions before theHowever, it is critical to ensure the evaluation crite-

bidders’ conference. In these instances, you can gd i@ and process is set prior to viewing the responses.
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Further, ensure you can produce documentation to Summarize the proposals to be studied and tell
this effect if required to demonstrate your RFP the team about proposals that will not be evaluated

process as a fair and competitive one. and why. Establish a rule that no proposals can be
removed from the evaluation site and that no discus-
Evaluation Team Selection sions about the proposals should occur with anyone

way from the site. Inform your team that you have
echnical help available to explain complex issues
and provide any team member with a tutorial on a
t?chnical matter associated with the procurement.
Fell them that they will be evaluating the technical
and management volumes first and that the cost vol-
umes will be evaluated later. Based on the complexi-
ty of the system and the evaluation criteria, you may
select special individuals to only evaluate the cost
volume and factor their scoring into your decision.
Prepare and distribute to your team a matrix of the
system specifications and vendor responses by ven-
dor. This will provide the team with a comparison of

_ _ each vendor’s software and a good method for deter-
During the evaluation process, ensure that the evalHiining which vendor can match the most require-

ators have no conflicting assignments. The best Way,ants. The evaluation team should prioritize which
to handle this is to do your evaluation away from requirements are most important to the agency.
any work areas. If possible, select an offsite or at

least an insulated location. It is important to have
the undivided attention of the evaluators while they
are working for you.

Select an evaluation team that is able to evaluate
subjects of the bids. Your team does not have to
include your working group (chapter 2) or RFP
development team, although, in most cases, some
these people will be on your team. Generally, the
project manager you have assigned to develop the
RFP will continue to manage the evaluation portion
of the RFP. You can have team members who are
called to evaluate only certain sections of the bids.
For example, if a complex procurement included a
radio subsystem, you might have communications
people evaluate just that section of the bids.

Step 3

Using prepared evaluation forms, have members of
your team evaluate the management and technical
volume on their own, at their own pace. After every-
one finishes their evaluations, you may want to
Step 1 consider a group discussion in which evaluators
Whoever is in charge of the evaluation process  describe their scoring. You can allow evaluators to
should read all proposals and set aside all noncon-modify the scores based on these group discussions.
forming bids. A proposal can be considered noncon-

forming if it does not: During the evaluation of complex responses, some
agencies will evaluate all proposals and then select
a smaller set of proposals for a final, very detailed
evaluation. In these instances, an evaluation may
include a presentation and a Q&A session with
“finalists.”

Evaluation Procedures

1. Offer to sell everything you want to buy.

2. Offer to sell the system to you in the manner
you want to buy it.

3. Respond in the format you requested.

_ Products of the Process
4. Deliver the system to your schedule.

The evaluation team now develops a recommenda-
If none of the responses conform, it probably meandon of a system and an associated cost, but generally
your procurement or RFP is not constructed well—#0€S not have the authority for the actual procure-

is either too vague or too specific. ment. This authorization rests with someone in sen-
ior management. It is the project manager’s job to
Step 2 take the results of the evaluation team and present

d_them to this authority for a decision. You should also
organize and retain the written evaluations of each
member of the evaluation team. In certain instances
the selecting authority may ask to see this data or

Convene your evaluation team and start by provi
ing the team with a review of the system to be
procured and the major provisions of the RFP.
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ask you how the team evaluated a particular vendohecomes part of the contract document. In these

If the contract award is protested by any of the veneases, there usually is an RFP statement that lists the
dors, having this information well organized will be order of importance of each document that is part of
very helpful. the contract.

A payment schedule must be worked out prior to

Contract Award contract award. This is your opportunity to limit the

R i risks associated with the procurement. Work with
In some municipalities, counties, and States, statut%ur procuring agency to develop a payment sched-
may restrict price and terms negotiations prior t0 a ja that does not let the payment of funds get ahead
contract award. In those cases, the process is almQg o, stem installation. For example, you might try to
mechanical and is handled by the procuring entity. \ihhold payment of certain funds until a critical
In some cases, municipalities, counties, and Statestechnology piece is installed and working. It is your

rr:ay allow fofr negotiation V‘;'th tlhe_vendor OF POSSI- 5 to advise your procuring agency on how to tailor
ble vendors for a best and final price and terms. In payments to minimize risk. If you are concerned

these cases, you may be called on to help in these, ., vour ability to do this, have the vendors
steps and in the final selection between competing; | de a payment schedule in their proposal and

finalists. The most important point to remember is have them explain and justify their schedule of
that this step is the job of the procuring entity and payments.

you may have to provide advice. Your RFP may
have detailed the type of contract to be awarded,
such as fixed price, cost plus a fee, and/or incentiv
base on performance or schedule. One of the negatl
ating possibilities would be a switch in the type of

As you work through the process of developing an

P and evaluating the responses, you can get help
almost all facets of these tasks, but it will be up
to you to provide the common sense, intuition, and
?eadership to make your project successful. The
same holds true for the next steps in the process,
“installation management and beyond.”

advise your procurement entity of the benefits and
shortfalls of this approach. It is important to under-
stand that unless negotiated out of an agreement,
your RFP will state that the vendor’s proposal
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Chapter 9. Installation
Management and Beyond

This chapter describes the implementation and Customer Responsibilities

maintenance of the selected system. This is the ) ] o
final step in the project plan presented in chapter 20U Will be responsible for providing an acceptable

This step is an ongoing process. Once a system islocation and environment for any equipment that

installed, you must keep your eyes open to ways towill be installed during the implementation. The

use the system more efficiently and to indications Vendor should give you information concerning
that an upgrade is needed. what is required that should address issues such as

electrical power requirements, air conditioning, and
space requirements. You will be responsible for

If you have done your RFP correctly, the SOW will i1q that the locati il b q | h
give you the vendor controls you need to manage ensuring that the ‘ocation wil be ready early enoug
0 meet the schedule. You will also be responsible

the implementation phase of the project. Aside fron$ ing that th twork cabling is in bl ¢
the items you want to buy, the SOW should give youor ensuring that the network cabiing 15 in place 1o

the control you need over the vendor to ensure a accn(?[r?hmodatte rt:? nfevr\]/ Séysr:e_][rl.hcr(m_s |de;_h<r)w %.’O;J
timely implementation with minimum risk. This is wa € system o function ITthere 1S a disruptio

accomplished by requiring the vendor to keep you of commercllal' powf?_r..Detude_flf abn ulr(wlnterruptlb:e
informed of project schedules and by establishing power supply 1S sutlicient or It a backup generator

a review, reporting, and approval process at variousalso needed. This equipment should be installed in

steps along the way. No matter how well you have sufficient time to accommodate the vendor’s

done your RFP, no matter how well the vendor’s schedule.

design is, things may change before the system is

and running. Your ability to identify these instances

early will determine how well you control the schedit is a good idea to require the vendor to present a

ule and cost changes for your project. Either you olproject review at certain logical times during the

an assigned person must stay on top of the projectimplementation phase. This review should include a

notice problems quickly, and be prepared to act  presentation of the project design if it has changed

quickly to these instances. from the proposal, or if the SOW required the devel-
opment of a design as one of the project deliver-

. ables. The review should detail the updated project
Pr0|ecl' and Vendor schedule, status, and anticipated problems that have
Management to be solved. This review provides an opportunity to

invite your project stakeholders, members of other
. internal departments, senior management, and any
Project Schedule other interested parties. You should have the vendor

Vendors should present a preliminary copy of their PUt together an agenda for your approval before this

project schedule as part of their proposals. Aside €vent and ensure this event is structured and
from the opportunity to evaluate these submissionsfocused. The number and spacing for these reviews
you can make the winning vendor’s schedule the will depend on the project complexity. !f you do not
starting point for the implementation phase. You know enough about the number of reviews to hold
should then require the vendor to keep this schedulén€n you prepare the SOW, you can have the ven-
current throughout the implementation phase of thed0r Propose a review schedule in their proposal.
project. This product can be a very valuable tool

when you are providing project status information t&rogress Reports

your management. The vendor should report on the status of the project
in writing on an established periodic basis.

H)roiect Reviews
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Obviously, this product can be sent to various peopPocumentation

for their study. Most importantly, if the project expe- . _ _
fiences some problems, these documents will Have the vendor provide you with documentation

become part of any legal discussions with the ven-©f the system and the work that was done. The type

dor about performance. Ensure the SOW spells oufd complexity will depeng on the project. Types
the form and content of these reports. of documents can include:

. » Manuals for off-the-shelf supplied items.
Project Costs

. : - . » Manuals for vendor-developed items.
Certain projects will involve a cost that is dependent P

on the amount of services or products delivered. AR Drawings of the finished system (as-built
example might be a project in which you hire a drawings).

company to develop a software program and the

vendor is under contract to provide programmers at Testing results.

a negotiated hourly rate. In some circumstances
either you or the vendor must track expenses and
provide this information against a project budget. If

the vendor is tracking costs, this information can béVIOSt of these items are self-explanatory. One item

added to the project reviews and progress reports. that you should pay close attention to is the docu-
mentation for supplied and/or developed software.

As a system consumer, you will need to ensure that
software changes can be accomplished even if the
A valuable aid in maintaining control of the project vendor goes out of business. Therefore, you either
is to have the vendor prepare various plans that musted a copy of the software source code and the
be approved prior to implementation. These plans development environment, or these items must be
can include: placed in escrow by the vendor with a condition
that these items are turned over to you if the vendor
goes out of business. Place this condition in your

« A management plan. RFP_so that your vendor can price the cost of this
requirement.

* Final reports.

Plan Approvals

< An overall project plan.

¢ An implementation plan.

Testing plans. Accepl'qnce

* Training plans. As previously mentioned, it is a good practice to

Cutover plans. establish a payment schedule so those sufficient
funds are not disbursed until the system is accepted.
You will have to develop an acceptance process
based upon the delivered system. Acceptance testing
by the agency should be spelled out in the RFP. You,
the customer, need to take charge of the acceptance
are prepared once and approved prior to execution, te_sting because you are assuming responsibility for
and (2) changeable plans, which are constantly updé?—'s system. AS a result, you need to thorough_ly test
t and know what features do and do not function

ed and made part of the review process. By injectin V. O Cth ; th q
yourself into the approval process for static plans, yoqprrec y. once you accept the system, the vendor

maintain a level of project control and are in a posi- can walk away with your money and has no obliga-

tion to define steps the vendor should take that maytlon to make anything else. work. S0 be_ sure you
- Clfnow what you are accepting. By the time you are

eady to accept the product, you should have been
rained and should be able to operate all aspects of
the system. The vendor might be able to demon-

strate the system to you, but you are going to have

As mentioned above, you can make sure of these

plans as part of the vendor’s proposal and evaluate
them as an indication of project understanding. The
plans fall into two categories: (1) static plans, which

Static plans such as testing or training plans typicall)z
are submitted by the vendor at some defined period
prior to their proposed implementation and must be
approved by you prior to their execution.
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to demonstrate it to the rest of the agency. You musectly, you could add some legacy data from
demonstrate that all proposed parts and services atke old RMS. Finally, you could tackle adding the
delivered, that the system is operational, and that tmeobile data users. If you use this technique and
system performs at the level stated in your system space out the transition one module at a time, you
specification. You would not buy a car without test know where to look if problems arise.
driving it, and would walk away from a car if the
dealer would not let you drive it. Once the entire new system is online, keep the old
system in place for a week or two, in case the new
. e system has some cutover glitches and goes down.
System Transition Modern computer systems have become much more
i . reliable than their mainframe ancestors have, but
Unless the purchased syste_m is a sta_nd-alone PieCR are is a window of time when a “brand new” com-
of new technology, your project work is not done o\ is sysceptible to catastrophic failures due to
until the system is integrated into your agency. If 5 oner configuration or faulty internal hardware.
this system is replacing an existing, operational Keeping the old system in place and turned off for a

system, you will have to develop a plan and procesg,; \yeeks should protect you from the vulnerability

to ;witt_:h from thg older system to the new one. of having no operational system.
Switching operations from the old system to the
new system is referred to as twover or system Legacy Data Migration
transition. Y 9

IT systems require additional work involving the

It is likely that you have purchased new software Migration of data from the older system to the
and hardware. Having new hardware will give you d&1ewer. If the data on the older system is of an
great advantage as it will allow the new system to Béknown form, you will have to plan and budget
built without having to destroy the existing system. for the vendor of that system to be involved in the
Your vendor will have the ability to set up the new Mmigration process. In most instances, it is legally
system and perform some testing on your network Necessary to convert or migrate the existing data to
without taking down your existing system. This will the new system, or run parallel systems for a sub-
also allow you to bring the old system back online stantial period of time. Generally, there are two
quickly if the new system does not perform quite agnethods of legacy data migration: (1) migration to
expected. This will give you the opportunity to makéhe new active databases and (2) flat file transfer.
corrections to the new system without the rush of
having the facility down. Migration to the new active databases provides the
most comprehensive implementation, enabling all of

You and the vendor should develop a cutover plan the data handling capabilities of the new system in
that defines how and when the cutover will occur. Théealing with all information, legacy or new. This is
vendor’s plan should include a fallback plan in the usually the most expensive type of migration, since
event that unexpected problems occur. Prior to yourthe legacy data must be cleansed and massaged to
acceptance of this plan, have this plan reviewed by dneet the requirements of the new system. There
the system stakeholders. Unless there is a compellingll be exceptions and issues of noncompliance
reason, the transition should occur over time, allow- that will have to be dealt with, and you will need to
ing you and the vendor to work out any glitches. ~ make decisions on how to proceed as problems are
discovered with the data. Bear in mind that actual
For example, if you are installing a complex RMS migration of the I_egacy data may demqnstrate anoth-
with mobile data terminals, you could bring the er Iev_el of expertise of the vendor, particularly for .
RMS server online with access provided to LAN- situations in which the vendor may make substantial
based workstations. Once you are comfortable thatiPdates to the product to keep abreast of technology,
the new RMS server is performing correctly, you  Féquiring a.mlgratlon from the oId_er version to the
could add the reporting function, which would allownNeWer version. For example, moving from DOS-
personnel to enter followup reports online. Once yde@sed systems to Windows-based systems.

verify that the reporting module is performing cor-
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While flat file conversion is generally the less of these costs by asking the prospective vendor to
expensive of the options, an obvious selling point, optionally propose maintenance costs for the years
there are other considerations. Flat file conversion after the system goes out of warranty. This should
simply takes existing data from the databases in  give you a good idea of the near-term costs. The
which it is stored and places it all in one large datajiong-term cost is best estimated after talking to peo-
base. The information is accessible, but cannot be ple who have similar systems in operation.

searched in the same manner as new data entered

into the new system. In short, the data exists, but Be sure that the maintenance costs include hard-
two operations will be required for each name ware maintenance with your desired response times
search instead of one. The vendor may be able to and software maintenance with software updates.
provide an index link for name searches, but there Depending on your level of expertise, you will

can be no alteration of the old data (such as enteripgobably want telephone support so you can call the
case dispositions). Additionally, searches other tharvendor when questions arise. In addition to the ven-
names are not usually available. Another considerador maintenance, purchase some of the high-failure
tion is how the new system operates “under load.” spare parts such as power supplies and disk drives.
Some vendors may recommend flat file migration Having these items on hand should give you a much
because their system, as proposed, will not provideimproved response time in the event of a failure.
the required response times with 200,000 records Two items that are often overlooked are head cleaner
already entered. This is a serious consideration, dugpes and backup tapes (budget enough for a year’s
to the fact that, without legacy data migration, you worth of data).

will not know that this problem exists until well

after the vendor has been paid. If you feel that life cycle cost is a determining factor
in system selection, have the vendor provide an esti-

It will be up to you to decide how best to migrate mate of life cycle system costs and make this infor-

your data. In determining the cost of the migration, mation part of your evaluation criteria. If this is a

be sure to include manpower to “clean up” existing brand new system or technology, you will have to

data so that it matches, as closely as possible, the revert to best estimates. Again, you can have the

data sets required in the new system, the vendor’s prospective vendors provide these estimates in their

work in actually massaging and loading the data, proposal submission.

and manpower required to check the vendor’s work

and accept the migration. Some of the cost factors to consider in calculating
the lifetime cost of ownership are:

Cost of Ownership - Maintenance.

In calculating the cost of owning a system, you * System upgrades.
should consider not just the cost of acquisition, but
the cost of maintenance, repairs, and upgrades from
SyStem Startup until SyStem elimination. It is impor-. Subsystem rep|acements_
tant when evaluating competing systems or designs

to consider these life cycle costs in your evaluation® Training.

process. You are not expected to be a wizard and

conjure these items. You can get a good indication

System repairs.
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Appendix. Proposal Preparation
Instruction Checklist

The following is a proposal preparation instruction ¢ Assistance to bidders with disabilities.
(PPI) checklist of subjects/clauses you may wantto =

consider for inclusion within an RFP. Although the * Criminal background checks for vendor's
location of these clauses may vary from agency to  Personnel.

agency, they have been lumped under PPI. In certainggpy to inspect offeror's place of business.
instances, your procurement or contracts personnel

will provided these clauses or subjects to you. How-« Right of rejection.

ever, it is a good idea to be familiar with these items

because you may have to decide on clause content. Protest of award.

Further, you may be the person to enforce these Contract negotiations.

conditions.
* Failure to negotiate.
General Clauses » Extension of proposal due date.
» Deadline for proposal submission and submission Taxes.
address. » Tax clearances.
* Project director. » Out-of-State bidders.
» Procurement officer. * Opening of proposals.
* Location of work. + Bidders request for exceptions.
* Minimum qualifications. « State or local debarment.
* Project budget. » Conditional proposals.

* Agency not responsible for proposal preparation « Anticompetitive practices.
cost. o
* Omissions.
* Disclosure of proposal contents.

* Proposal amendments. PI‘OpOSGI Format

* Protest of RFP. _ _
* Number of copies to submit.

+ Notice of intent to respond. o o .
* Minimum font size/line spacing.

» Bidder RFP questions.

Page limits on technical and/or management
* RFP amendments. volumes.

 Amendment or withdrawal of proposals. e Cost volume bid sheets.
* Supplemental terms and conditions in proposals.. Compliance matrix.

* Discussions with bidders. * Delivery instructions.

(State/county/municipality) bidders’ preferences.
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Contract Information

Contract type.

Contract term.

Contract approval.

Standard contract provisions.
Insurance requirements.

Bond requirements.

License requirements.

RFP is part of the contract.
Proposal is part of the contract.

Additional terms and conditions.

Substitution of vendor personnel.

Contract changes.
Funding.

Payments.

Unacceptable deliverables (quality of goods).
Termination for default.

Termination for convenience.

Ownership of documents.

Assignments.

Disputes.

Severability.

Unauthorized communications with contracting
officer.

Waiver of informalities.

Contract award.

Cancellation of award.

Statutory or ordinance requirements.

Sexual harassment policy for bidders.
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